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Privacy Policy Specification and Audit in a Fixed-Point Logic
— How to enforce HIPAA, GLBA and all that

Henry DeYoung Deepak Garg Limin Jia Dilsun Kaynar Anupam Datta
May 12, 2010

Abstract

Organizations such as hospitals and banks that collect and use personal information are required to
comply with privacy regulations like the Health Insurance Portability and Accountability Act (HIPAA)
and the Gramm-Leach-Bliley Act (GLBA). With the goal of specification and enforcement of such prac-
tical policies, we develop the logic PrivacyLFP, whose syntax is an extension of the fixed point logic
LFP with operators of linear temporal logic. We model organizational processes by assigning role-based
responsibilities to agents that are also expressed in the same logic. To aid in designing such processes,
we develop a semantic locality criterion to characterize responsibilities that agents (or groups of agents)
have a strategy to discharge, and easily checkable, sound syntactic characterizations of responsibilities
that meet this criterion. Policy enforcement is achieved through a combination of techniques: (a) a
design-time analysis of the organizational process to show that the privacy policy is respected if all
agents act responsibly, using a sound proof system we develop for PrivacyLFP; and (b) a posthoc audit
of logs of organizational activity that identifies agents who did not live up to their responsibilities, using
a model checking procedure we develop for PrivacyLFP. We illustrate these enforcement techniques using
a representative example of an organizational process.

1 Introduction

Privacy is an important concern for organizations that collect and use personal information, such as hospitals,
clinics, banks, credit card clearing houses, customer support centers, and academic institutions. These
organizations face the growing challenge of managing privacy risks and compliance requirements. In fact,
designing organizational processes to manage personal data and ensure compliance with regulations such
as the Health Insurance Portability and Accountability Act (HIPAA) and the Gramm-Leach-Bliley Act
(GLBA) [32, 33] has become one of the greatest challenges facing organizations today (see, for example, a
recent survey from Deloitte and the Ponemon Institute [19]). This paper develops theoretically well-founded
methods to support the compliance process and presents case studies that demonstrate that the methods
apply to real privacy regulations.

Our first set of contributions pertain to privacy policy specification. We present the logic PrivacyLFP
(see Section 2), whose syntax is an extension of the fixed point logic LFP with operators of linear temporal
logic [26]. The formulas of the logic are interpreted over traces containing agent actions, which model,
for example, how agents transmit and use personal information. This logic can express common privacy
policy idioms, such as conditions on retransmission of information, obligations, notifications, opt-in/opt-out
options and disclosure purposes. The choice of the logic was guided by a comprehensive study of the privacy-
relevant sections of the HIPAA and GLBA regulations. Specifically, in examining GLBA, we found clauses
that required the use of fixed points to specify; clauses in both regulations necessitated the use of temporal
operators, real-time, and disclosure purposes. This report focuses on the logic and enforcement of policies
represented in it; formalization of all operational clauses of HIPAA and GLBA is contained in a separate
report [20].

Our second set of contributions pertain to modeling organizational processes (see Section 4). We model
organizational processes by assigning role-based responsibilities to agents. These responsibilities are also



expressed in the same logic. The goal in designing processes is to ensure that if all agents act responsibly,
then the policy is satisfied in every execution. However, it is important to ensure that an agent can, in
fact, discharge her responsibilities. We present examples of responsibilities in PrivacyLFP that can never be
discharged, and then go on to provide a semantic definition of locally feasible responsibilities, which is in-
tended to capture “reasonable” responsibilities. To aid in designing organizational processes, we also present
easily checkable, sound syntactic characterizations of responsibilities that meet this criterion, associated
strategies for discharging such responsibilities, and theorems about the composition of such responsibilities
(Theorem 4.2).

Our final set of contributions pertain to policy enforcement (Section 5). Policy enforcement is achieved
through two logic-based methods for enforcing privacy policies. Our first method answers the question:
Does a given organizational process respect a given privacy policy? This method is based on a sound proof
system for PrivacyLFP and is described in Section 5.1. The proof system is obtained by adapting previous
proof systems for an intuitionistic logic with fixed-points, uLJ [8, 17], to our classical logic PrivacyLFP;
the soundness proof for the proof system with respect to the trace semantics is a new technical result.
Our second enforcement method audits logs of organizational activity for violations of principals’ assigned
responsibilities. It is based on a novel tableau-based model checking procedure for PrivacyLFP that we
develop and prove sound in Section 5.2. We illustrate these enforcement techniques using a representative
example of an organizational process.

The approach taken in this paper builds on contextual integrity, a conceptual framework for understand-
ing privacy expectations and their implications developed in the literature on law, public policy, and political
philosophy [27]. The primary tenet of contextual integrity is that people interact in society not simply as
individuals in an undifferentiated social world, but as individuals in certain capacities or roles, in distinctive
social contexts (e.g., health care or banking). The semantic model over which the formulas of PrivacyLFP
are interpreted formalizes this intuition, in a manner that is similar to prior work by Barth et al. [10, 11].
The conceptual factoring of policy enforcement into design-time analysis assuming agents are responsible and
posthoc auditing for responsibility violations also originated in those papers. The results of this paper push
forward the program of practical privacy policy specification and enforcement significantly by developing a
first-order logic with fixed-points that has the additional expressiveness needed to specify real privacy regu-
lations in their entirety (all privacy-relevant clauses of HIPAA and GLBA), and new enforcement techniques
based on proof-theory and auditing that work for the entire logic. In contrast, the auditing procedure in
Barth et al. [11] only works for a very restricted class of “graph-based workflows” and design-time analysis is
achieved for a less expressive propositional fragment of a temporal logic. A more detailed comparison with
prior work appears in Section 6. Concluding remarks and directions for future work appear in Section 7.

2 Policy Specification

We formally represent privacy laws and responsibilities as formulas of a new logic PrivacyLFP. PrivacyLFP
is an extension of the logic LFP [13, 28] with temporal operators, and is interpreted against traces. LFP
contains first-order quantifiers and allows definitions of predicates as greatest and least fixed-points. After
motivating the need for fixed-points in formalizing privacy regulation, we briefly review LFP and its semantics
(Section 2.1). Then we introduce PrivacyLFP’s trace-based model (Section 2.2) and its syntax (Section 2.3).
Prior work on which this paper builds [9-11] uses a different logic LPU (Logic of Privacy and Utility), which
is based on alternating-time temporal logic or ATL [3]. Although LPU suffices to express representative
examples of privacy regulations considered in prior work, it does not suffice to represent entire privacy laws
like HTIPAA and GLBA [32, 33].

Specifically, LFP and PrivacyLFP can, but LPU cannot, express predicates defined as fized-points of
equations, which are needed to formalize GLBA. To understand the need for fixed-points consider §6802(c)
of GLBA:

Except as otherwise provided in this subchapter, a nonaffiliated third party that receives
from a financial institution nonpublic personal information under this section shall not, directly



or through an affiliate of such receiving third party, disclose such information to any other person
that is a nonaffiliated third party of both the financial institution and such receiving third party,
unless such disclosure would be lawful if made directly to such other person by the financial
institution.

Suppose that in an attempt to formalize this clause in logic, we define the predicate maysend(p1, p2, m)
to mean that entity p; may send information m to entity ps. Then, roughly, the above clause would be
formalized by the definition below. (£ denotes a definition, D denotes implication, activerole(p,r) means
that principal p is active in role r, and < ¢ means that ¢ holds in the past.)

maysend (p1, p2, m) = Vp'. mactiverole(py, affiliate(p’)) A —activerole(ps, affiliate(p’)) A
—activerole(ps, affiliate(p1)) A
(&S (send(p’, p1,m) A activerole(p’, institution)) D Smaysend(p’, p2, m))

This definition is recursive because the predicate maysend reappears in the last line on the right side of the
definition. Such recursive definitions cannot be expressed easily in first-order logic or LPU. However, in LFP
such definitions can be represented either using the least-fixed point operator, u, or using the greatest-fixed
point operator, v, as is known from prior work [24]. In this case, the definition should correspond to the
greatest fixed point since we do not want to impose any constraints on transmission beyond those stated in
the body of the law. (A further explanation of this point appears with a precise formalization of this clause
in Section 3.)

2.1 The Logic LFP

We review the syntax and semantics of the logic LFP (Least Fixed-Point Logic) limiting our discussion to
the minimum necessary to explain our technical ideas; theory of the logic may be found in prior work [13, 28].
LFP is an extension of first-order logic with the least fixed-point operator (uX(Z).¢)(f) and the greatest
fixed-point operator (vX (Z).p)(f). The former defines an implicit predicate X as the least solution of the
equation X (#) £ ¢ and checks that the tuple of terms ¢ satisfies the predicate (i.e, it lies in the least
solution). Both X and Z are in scope in ¢ and can be tacitly renamed. (vX(Z).¢)(t) is similar, except that
it defines the predicate as the greatest solution of the same equation. The syntax of LFP formulas ¢, is
shown below. ¢ denotes a first-order term structure, x,y are first-order variables that range over terms, P
denotes a predicate with a fixed interpretation, and variables XY denote predicates defined implicitly as
fixed-points.

e u= PEOIXEO | TILIoAY VY| —p | Ve | 3re | (uX(@).0) 1) | (vX().0)(E)

We define implication ¢ D 9 as (—¢) V 1. The logic is multi-sorted, although we elide the details of sorts
here. (Details of sorts relevant to formalization of HIPAA and GLBA may be found in the companion
report [20].) In order to ensure that the least and greatest fixed-points always exist, any occurrences of X in
¢ in (uX(Z).0)(f) and (vX, Z.¢)(f) must be under an even number of negations. The existence of the least
and greatest solutions is then a straightforward consequence of the Knaster-Tarski theorem [31].

The semantics of LFP are based on those of first-order logic, with added provision for the fixed-point
operators. Let D be an algebra matching the signature of terms and predicates of the logic, let [¢]? denote
the interpretation of the term ¢ with evaluation (partial map from first-order variables to D) 6 for its free
first-order variables and some implicit interpretation of function symbols, and let [[f ]9 be its component-wise
lifting to tuples. Let Z denote a map from predicates symbols and predicate variables free in ¢ to relations
of respective arities over the domain D. The semantics of a formula ¢ are captured by the relation 8;Z = ¢,
defined by induction on ¢:

0;T = P(#) iff [£]° € Z(P)
0;7 = X (1) iff [{]° € Z(X)
0;TET
0; = L



0, ZTEpANYiIf0;7 = pand 6;7 =

0, ZTEpVYif ;T =Epor ;7 =9y

0;Z = —piff ;7 £ .

0;T =Vz.@iff for all d € D, (0[z — d;Z |= ¢)
0,7 = Jx.p iff for some d € D, (0[z — d); T = ¢)
0;T = (nX(%).0)(1) iff [T]° € pF ()

0,7 = WX (@).0)(@) iff [1]° € v ()

In the last two clauses, FIXéf(cp) : 2P, 9D g the function that maps a set S of tuples, each with | 7]

components, to {d | [Z — dj; Z[X — S] |= ¢}. This is a monotone map because of the constraint that every
occurrence of X in ¢ be under an even number of negations. So its greatest and least fixed points, VFg 2 (o)

and /,AFI}f éf(ap), exist by the Knaster-Tarski theorem [31].

Negation normal form (NNF) For every LFP formula ¢, there is a semantically equivalent formula
in which negation is restricted to predicates (i.e, the form —(P t)). Formulas of the latter form are said
to be in negation normal form or NNF. The NNF of a LFP formula ¢ can be obtained by commuting
negations inwards with other connectives through the DeMorgan’s laws, e.g, =(11 A 1)) is equivalent to
(=)1) V (—b2). Importantly, fixed-points y and v are duals of each other: —((uX (Z).p)()) is equivalent to
(vX (Z).~p{~X/X})(#). The existence of equivalent NNF formulas for all of LFP is important because one
of our enforcement techniques (model-checking; Section 5.2) works only with NNF formulas. Note that the
NNF formula obtained by applying DeMorgan’s laws in this manner cannot have a subformula of the form
(X f) because of the monotonicity requirement for predicate variables X bound by p and v operators.

2.2 Traces, First-Order Structure, and Time

Next, we introduce a trace-based model for interpreting formulas of LFP. A salient feature of the model is
the association of real time with states, which is necessary to express several clauses from both HIPAA and
GLBA.

Traces Our execution model consists of several agents or principals p,q in changing roles r, performing
actions concurrently, resulting in a finite sequence of states sgsi ... s,, also called a trace o. Each state s;41

is derived from the previous state s; through a stipulated transition relation s ﬂ> ', where a(s) describes
the actions performed by the various agents in state s. A state s is a tuple (k(s), p(s), p2(s), a(s), 7(s), 1(s)).
Briefly, x(s) maps each agent to its knowledge of private information (a formal description of knowledge is
omitted here — see the related technical report [20] for details); p”(s) is a function that maps each agent
to the role in which it is active in state s; p®(s) is a function from agents to sets of roles that specifies the
potential roles in which each agent may be active in future; a(s) is the set of actions performed by agents in
state s that cause a transition to the next state on the trace; 7(s) is the time point associated with the state
(described in detail below); and «(s) is an interpretation of predicates in state s that maps each predicate
symbol P in the signature of the logic to a set of tuples of terms over a domain D. D must include, at
the least, principals, roles, time points, attributes and purposes (explained in Section 3), and messages that
agents may send to each other.

Interpretation on traces To interpret formulas of LFP over traces, we restrict ourselves to a fragment
of the logic in which the first argument of every atomic formula is the state in which the formula is to
be interpreted, so each atomic formula has the form P(s,ﬂ or X (s,f). Given a trace o, we define the
interpretation Z, by saying that (s,d) € Z,(P) if and only if d € «(s)(P). Finally, we define 6;0 = ¢ to
mean 0;Z, = ¢ (the latter relation was defined in Section 2.1). This approach to interpreting formulas
against traces by making state explicit in formulas is inspired by work on hybrid modal logics [12, 14, 16].
It differs from semantic relations in temporal logic where formulas do not explicitly mention state but the



semantic relation takes the state as an argument (it has the form 6;0;s = ¢). Our approach is more
expressive than temporal logic because it allows us to compare states and check their properties through
predicates in the logic. The predicate s < s’ means that state s occurs before state s’ in the trace of
interpretation, while the function next(s) returns the state following s.

Real Time Privacy laws, including HIPAA and GLBA, often contain references to durations of real time.
To represent wall-clock time in the logic, we follow prior work by Alur and Henzinger [2] and assume that each
state s is associated with a time point 7(s), which can be obtained in the logic through the function symbol
time(s). We assume standard operators <, +, —, etc. on time points and require that for consecutive states s;
and s;11 on a trace, time(s;) < time(s;y1). As a result, s <g &' in the logic if and only if time(s) < time(s’).
To make it easier to access the wall-clock time, we include the so-called freeze quantifier |z.¢ of TPTL in
PrivacyLFP (Section 2.3). lz.¢ binds the time of interpretation to x in ¢. Several examples of the use of
real time in privacy laws are presented in Section 3.

2.3 PrivacyLFP: LFP + Temporal Operators

The logic PrivacyLFP consists of an expanded syntax for LFP and is interpreted over the model defined in
Section 2.2 through a translation to LFP, which we present in this section. The need for an expanded syntax
is motivated by two reasons. First, the expanded syntax includes several operators of linear time temporal
logic (LTL) [26] as well as the freeze quantifier Jz.¢p of Alur and Henzinger [2], all of which make it easier
to represent time and relative order of events in privacy policies. Second, the expanded syntax elides the
need to list the state of interpretation explicitly in each predicate (which we introduced in Section 2.2 to
allow interpretation of formulas on traces), because its translation to LFP is parametrized by the state of
interpretation and embeds that state as the first argument of each atomic formula automatically.

Formulas in PrivacyLFP are denoted ¢, . They include all connectives of LFP, standard linear temporal
logic operators: ¢ (¢ holds in some future state), ©¢ (¢ holds in some past state), []¢ (¢ holds in every
future state), [El¢ (¢ holds in every past state), G ¢ (¢ holds in every state), ¢ U ¢ (¢ holds eventually
and ¢ holds until then), ¢ S % (¢ held in the past and ¢ holds since then), and ¢ W ¢ (¢ holds forever or
until ¢ holds) as well the “freeze” quantifier Jz.¢ which binds to z in ¢ the time of interpretation. The
meaning of PrivacyLFP formulas is defined by the function (¢)®® which translates, at state s, a formula ¢
in PrivacyLFP to a formula in LFP.

PB)% £ P(s,1)
9)B)* £ (WX (1,2).6%)(s, 1)
(<>¢)@s 2 35 (s<as) NG
(©9)* £ 3s'.(s <us) Ao
(O9)* £ Vs (s <as) D¢
()™ 2 Vs (s <u5) D¢
( )@s Ly ¢)@,
(GUY)® 2 T (s <a &) AV A (V8" (5 <q ") A (5" <t 8') D 62
(S¥)® 2 35 (s <o 8) AP A (V8" (5 <st 8”) A (5" <t 5) D %)
=l
(lz.9)®* £ ([time(s)/z]¢)**

In the sequel, we represent policies and responsibilities in PrivacyLFP but owing to its definability in LFP,
develop analysis methods (proof theory and model checking in Section 5) for LFP only.

3 Case Studies: GLBA and HIPAA

Our choice of the logic PrivacyLFP for analysis of privacy laws and policies is based on two real-life case
studies wherein we represent (in PrivacyLFP) all the privacy-relevant sections of the Gramm-Leach-Bliley



Act (GLBA) [32] that regulates disclosures of private information in financial institutions like banks and
the Health Insurance Portability and Accountability Act (HIPAA) [33] that regulates protected health in-
formation. To the best of our knowledge, these are the most complete formalizations of GLBA or HIPAA
in a formal logic or language to date. Both our case studies are substantial: the encoding of GLBA spans
13 pages, while that of HIPAA requires over 100 pages (both page counts include explanations of logical
formulas). Although the details of these formalizations are the subject of a separate technical report [20],
we briefly discuss salient points of the case studies and use examples from them to illustrate the use of
PrivacyLFP in formalizing privacy regulations.

The Gramm-Leach-Bliley Act (GLBA) Our formalization of GLBA covers §6802 and §6803 of the
law and relies on §6809 for definitions of key concepts. §6802 describes several conditions, all of which must
hold in order for a disclosure of a client’s private information by a financial institution to be considered legal.
Borrowing terms from prior work on LPU, we call such conditions negative norms, symbolically denoted .
(In contrast, positive norms o+ are conditions of which any one must hold in order for a transaction to
be considered legal. GLBA does not have any positive norms but HIPAA does as we explain later.) §6803
pertains to disclosures that a financial institution must make to its clients, e.g, every financial institution
must remind all customers of its privacy policies annually (§6803(a)). Finally, §6809 defines transmissions
that are covered under this law. Roughly, it states that even transmissions made by principals acting on
behalf of a financial institution (e.g, disclosures by a financial institution’s attorneys) are covered under
the law. To account for this, we define a macro hlsend(py, p2,m) which intuitively means that someone
acting on behalf of p; sends message m to someone acting on behalf of p; and write our formalization
using this predicate instead of the expected predicate send(p1,p2, m), which means that p; sends message
m to py. The overall formalization of GLBA takes the form shown below. The formalization retains the
structure of the law; subscripts on various ¢’s are corresponding clause numbers from the text of the law.
Formula contains(m, q,t) means that message m contains information about attribute ¢ of subject ¢, e.g,
contains(m, address, Alice) means that message m contains Alice’s address; info(d, u) is the message obtained
by tagging the raw data d with purpose u (e.g, billing); beginrole(q, r) means that principal ¢ begins to belong
to role r.

G ((Vp}, ph, m'. hlsend(p), ph,m’) D
(vmaysend(p1, p2, m).
Vd, u,q,t.(m = info(d, u)) A contains(m, ¢,) O Pegogae /N Pesozve /\ Posoac /N Pesoza) (P1, Do, m')) A

(Yq,p, r. beginrole(q, ) A (r = customer(p)) O Pegoza V ‘P:srsoam))

Parts of the formalization corresponding to §6802 and §6803 are separated by a horizontal line for readability.
The part above the line states that p} may send message m’ to pj only if maysend(p}, p5, m’) holds, where the
predicate maysend(py, p2, m) (or the permission to send) is defined recursively as a greatest fixed point over
the negative norms Yggpoae — Pesozq Of the law. The fixed-point is needed because, as discussed in Section 2,
Vesoac Mentions maysend again. The part below the line formalizes §6803; it states that if principal ¢ enters
into a customer relationship with financial institution p, then p must make certain privacy-related disclosures
to ¢, as codified in the norm (ggys,. The norm ¢dgyaq, is an exzception to these required disclosures and is
therefore marked with the opposite polarity +. As illustrations, we show the formulas ¢ggqo. and @gges,. The
former, §6802, was mentioned as the motivating example for fixed-points in Section 2. Readers may wish to
revisit Section 2 for the legal text of the clause. Formula activerole(p,r) means that p is active in the role
r; belongstorole(p, r) means that p is affiliated with role r but may not be acting in it in the current state;
and t €7 npi means that attribute ¢ would generally not be public information, e.g, social-security number.

Vesoze = VD', m”. —activerole(py, affiliate(p’)) A
(—activerole(ps, affiliate(p’)) A
—activerole(ps, affiliate(p1))) A
(t €7 npi) A
& (hlsend(p’, p1,m”) A



contains(m”, q,t) A

activerole(p’, institution) A
—activerole(py, affiliate(p’)) A
belongstorole(q, consumer(p’))) D
Smaysend(p’, pa, m”)

In conjunction with the overall formula for GLBA, this norm means that principal p; has permission to
send message m containing attribute ¢ about ¢ (from which some npi or nonpublic protected information
about ¢ can be inferred) to py only if for every message m’ containing (g,t) that ps received from some
non-affiliate p’ in the past, it is also the case that p’ had permission to send m” to ps directly. The fact
that p;’s permission to send is dependent on p’s permission to send is represented through the greatest-fixed
point which defines the predicate maysend in the top-level formula.

The second norm we illustrate, §6803a, highlights the use of clock time. Its legal description and formal-
ization are:

At the time of establishing a customer relationship with a consumer and not less than annually
during the continuation of such relationship, a financial institution shall provide a clear and
conspicuous disclosure to such consumer [...], of such financial institution’s policies and practices
with respect to [disclosing nonpublic personal information].

Vesoza = (IM”. hlsend(py,q,m") A
is-annual-notice(m”; p1, q)) A
(. Oy (y < 24 365) A
((Im”. hlsend(py,q, m") A
is-annual-notice(m”, p1,q)) V
endrole(q, customer(p1))))) W
endrole(q, customer(p1)))

Together with the overall specification of GLBA, this norm requires that a financial firm p send an annual
notice of its privacy policies (represented by m’) to a customer when the customer establishes a relationship
with p and subsequently every year unless the relationship ends. Real time, expressed through the sequence
of operators Jz. O (ly. (v < @+ 365) A...) ensures that, for every state x, there exists a state y occurring
no more than 365 days later in which the annual notice is sent.

The Health Insurance Portability and Accountability Act (HIPAA) For HIPAA, we formalize
§164.502, §164.506, §164.508, §164.510, §164.512, §164.514, and §164.524 of the CFR. §164.502-§164.514
define conditions when a covered entity, which is the HIPAA abstraction for an organization or individual
that handles private health information, may disclose such information to other principals. In general,
disclosures are allowed for purposes of treatment, for adherence to law, and when prior consent has been
obtained from the subject of the information being disclosed. §164.524 specifies rules for responding to
requests for health information by patients. Overall, the top-level formula for HIPAA has the following
form. (Formula req_for_access(pi, t) is a request by principal p; that attribute ¢, e.g, lab_results, be retrieved
from p;’s medical record and given to it.)

G (vp17p27 m. Send(phan m) )
(Vd, u, q. (m = info(d, u)) A contains(m, q,t) D\, o AN, ¢ ) A

(Vt. (m = req_for_access(p1,t)) D V164 s2ap01/ V P16a.52ab2i1/))

Lp;r and ¢, represent various positive and negative norms to permit disclosures defined in §164.502—
§164.514. Some of these norms are listed in Figure 1. We mention three salient, high-level differences
from the formalization of GLBA. First, the formalization of HIPAA does not require fixed-point operators,
although it does require real time, e.g, in formulas @ig, 510c0 ANd Yiga soape; i Figure 1. Second, as opposed



©OFa s0omas = activerole(po, provider) A (u €y treatment)

©sa s06c1 = activerole(py, covered-entity) A (t €7 phi) A
((u €y treatment(p1)) V (u €y payment(p1)) V (v €y healthcare-operations(p)))

P164.512c2 £ |z 3m’. (Ssend(p1,q,m") V Oy (Y < @+ cprompt) A send(pr, g,m’))) A
is-notice-of-report(m’, p1, pa, (q,t), u)

(Cprompt 1S a time constant that captures the term “promptly” in the law’s text)

164 s2am21 = 4. accessible-on-site(pz, (p1,t)) D Oy, (v < o+ 30) A (respond-164.524b2iA (ps, (p1,t)) V
respond-164.524b2iB(pa, (p1,1))))

Figure 1: Representative norms from HIPAA formalized in PrivacyLFP

to GLBA, HIPAA includes positive norms as well (e.g, ©iss soomoi aNd ©isa s0ec1)- These are combined
disjunctively in the formalization because only one of these must be satisfied to permit a transmission.
Finally, permission to disclose protected health information under HIPAA is often contingent upon the
purpose (treatment, payment, health care, etc.) of the disclosure, but HIPAA does not regulate that the
recipient of the information use it for exactly the intended purpose. To model this, we assume that the
sender of each message lists its purpose in the message — messages with protected health information have
the form info(d, w) in the top-level formula above where d is the data content and u its purpose — and allow
the norms <,0;r and ¢; to check the purpose u against those mentioned in HIPAA. Examples of formulas
with such checks are ¢y ss soome: aNd ©iss s0scq in Figure 1. The predicate u €, u' means that purpose u is
a specific form of purpose u', e.g, blood_test €4 treatment.

4 Organizational Process Model

In Section 4.1, we model organizational processes by assigning role-based responsibilities (expressed in Priva-
cyLFP) to agents. Specifically, we show through an example how such a model could mirror an organization’s
natural hierarchy. It is important to ensure that an agent can, in fact, discharge her assigned responsibil-
ities. In Section 4.2, we present examples of responsibilities in PrivacyLFP that can never be discharged,
and then go on to provide a semantic definition of locally feasible responsibilities, which can be discharged.
To aid in designing organizational processes, we also present easily checkable, sound syntactic characteriza-
tions of responsibilities that meet this criterion, associated strategies, and results about composition of such
responsibilities (Theorems 4.2).

4.1 Role-based Responsibility

We model organizational processes by assigning role-based responsibilities (expressed in PrivacyLFP) to
agents. Agents can either be individuals, organizational units, or software systems (reference monitors) that
aid in policy enforcement. The responsibilities of human agents can be arbitrary formulas in PrivacyLFP
while responsibilities for software systems should not contain any predicates whose truth value cannot be
automatically determined by looking at a trace (e.g, the predicate contains(m, ¢, t) predicate from Section 3).

We show through an example how such a model could mirror an organization’s natural hierarchy. Figure 2
contains an illustration of the processes and a summary of the policies and responsibilities involved in this
example. The high-level policy ¢p0; resembles the first half of the top-level formula of GLBA from Section 3,
and contains simplified policies from GLBA. The body of the greatest fixed-point contains the conjunction
of two negative norms. The first norm states that p; may send to p, message m, which contains information
t about principal ¢, only if in the past, p; has sent ¢ a notice of disclosure. The second negative norm



is a simplified version of @ggqe., Which states that if p; ever received from another principal p’, a message
containing the same information ¢ about principal ¢, then p; may disclose this information to ps only if p’ is
allowed to send this information directly to ps.

Enforcing ¢po requires an institution to determine whether another institution may disclose information.
This is not always possible since an institution may not have the ability to observe all actions performed by
other principals. An alternative is to allow an institution p; to directly send a message and ask the other
institution ps whether po may disclose a certain piece of information. In turn p; will be responsible for
answering similar queries about itself. Such a process can be modeled by two responsibilities, ¢,1 and @.s.
pr1 states that p; can send a message to ps only if there was a notice of disclosure, and if p; received the
information from p’, then p’ must have replied to p;’s query and confirmed that p’ can send the message
directly. o requires that whenever p; replies to ps, p; indeed is allowed to send the information. Notice
that the conditions under which p; is allowed to reply are the same as those under which p; may disclose
the information.

The picture at the top of Figure 2 illustrates the internal processes of an institution P. There are three
departments: a disclosure department (D), which is in charge of sending disclosures; a main send and receive
department (SR), which is in charge of sending and receiving messages outside P; and a query and reply
department (QR), which is in charge of querying another institution whether certain information can be
sent, and answering similar queries from other institutions. SR decides whether a send is allowed or not by
asking the disclosure department if it has sent a disclosure, and if SR wants to forward a message it received
from another institution, it asks QR whether that institution could send that information directly.

Each of these three department is modeled by its responsibilities, which are represented using logical
formulas. We selectively list some of the formulas in the figure. In the next section, we present policy
enforcement techniques using which we can show that D, SR, and QR departments together fulfill P’s
responsibilities ;1 and .o and that if all institutions fulfill their responsibilities, they collectively comply
with the high-level policy ¢por-

4.2 Locally Feasible Responsibilities

An agent should be assigned responsibilities that can be discharged using her capabilities. Typically, an
agent may not be able to observe all actions of other agents, or cause another agent to perform an action.
Consider the following responsibilities assigned to agent p:

1 =Ve,m.Ssend(c, p,m) D Im’.send (b, c,m’).

w2 = VYm.>send (b, p,m) D Im’.send(p, ¢, m’)

(p1 requires an agent b to send a message to c if ¢ has sent a message to p. p cannot fulfill this responsibility
because she does not have the power to cause b to send a message. o requires p to send a message m’ to
c if in the future, b sends a message to p. p cannot fulfill this responsibility because she cannot predict the
future.

Intuitively, a reasonable responsibility for an agent p has to be local in the sense that it only depends on
histories of the system execution observable by p, and it has to be feasible in the sense that p has a strategy
to fulfill it using only her own actions. We make this intuition precise in the following definitions.

Definitions To talk about p’s plans to fulfill her responsibilities, we define planned traces &, which contain
planned inactions. We write —a to denote a function that map states to a set of inactions in that state. A
state in a planned trace is a tuple (k(s), p(s),a(s), na(s),7(s),c(s)). If send(p, q,m) € —a(s), then in state
s, p does not send ¢ message m. Other elements in & have the same meaning as those in ordinary traces
(Section 2.2).

A planned trace o is well formed if a(s) N —a(s) = @. It is important to include these inactions in &
because they help us detect inconsistencies between an agent’s plans in different states. We define a function
Tr(c) to convert & to a normal trace. This function simply erases all parts of the trace associated with
inactions.
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Overall privacy policy

Ppol= GVpllvpév m'. hlsend(p/lvp/% m/) B
(vmaysend(p1, p2, m).
Vg, t. contains(m, q,t) D

(@hlsend(pla q, f*di$<p17p27 q, t) A
Vp', m" hlsend(p’, p1, m"”) A contains(m”, q,t) D

@ma’ysend(p/, b2, mll)) (pll ) p/Q, m/))
Responsibilities for an institution (note: there is no use of fixed-points)

Pr1= G vp17p27m'hlsend(plap27m) )
Vg, t. contains(m, q,t) D

(@hlsend(plv q, f*dis(plap% q, t)) A
vp', m’ hlsend(p’, p1, m’) A contains(m/’, ¢, t) D

&send(p', p1, foreply_maysend(p', p2,m')))

SDTQZG VPlvaap% m. Send(plvp()a f*reply*maysend(plvp27 m)) o
Vq,t.contains(m, ¢,t) D

(@hlsend(pla q, f*dis(pl ,P2,4, t)) A
Vp', m/ hlsend(p’, p1,m') A contains(m’, q,t) D
Ssend(p', pr, foreply_maysend(p’, p2,m’)))

Responsibilities for P’s internal departments

YD= va/7 m,q, L. Send(D7 SR7 f,sent,dis(p/, q, t) )
Shlsend(D, g, f-dis(p,p’, q,t))

vsr1= GVpa,m,q,t. hlsend(SR, pa, m) A contains(m, q,t) D
(Ssend(D, SR, f_sent_dis(p2,q,t)) A
vp', m’.hlsend(p’, SR, m’) A contains(m’, q,t) D
Ssend(QR, SR, f_reply_maysendI (p', pa, m’)))

psra= Vp1,m.send(SR, QR, f_maysend(pi, m) D
(Ssend(D, SR, f_sent_dis(p1,q,t)) A
Vp',m’.hlsend(p’, SR, m’) A contains(m’, q,t) D
Ssend(QR, SR, f_reply_maysendI (p’, p1,m’)))

vqr1= GVpy,p2, m.send(QR, SR, f_reply_maysendl (p1, p2,m)) D
Ssend(p1, QR, f-reply_-maysend(p1, p2, m))

PQR2= VPl ,p2, M. Send(QRa D1, f,reply,maysend(p, b2, m) 2
(Ssend(SR, QR, f_maysend(pa, m))

Functions such as f_dis(p1,p2,q,t) generate a particular kind of message. For instance, f_dis(p1,p2,q,t) is
a notice of disclosure to ¢ stating that p; will disclose to ps information t¢.

Figure 2: Example Process
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We say ¢ is the performer of P t if ¢ can perform the action represented by predicate P t. For example,
p is the performer of send(p, ¢, m).

We write & |; to denote the projection of & up to the i*" state. We write & |;_;= 0 to mean that the
domain of all functions defining & does not contain any state that is earlier than state .

We write o \“S“ to denote the trace that is the same as & except that it only contains actions and inactions
of which an agent in S is a performer. We write 7| to denote the trace containing only the parts of o that
are observable by some agent in S.

We say ¢ is in the domain of & if 7 is in the domain of all the functions that define &.

To ensure composition, we assume that all agents agree on the smallest increment of time interval 2, and
we only consider traces where for each state ¢ and ¢ + 1, 7(i + 1) = 7(¢) + 2. A starting time ¢, for state 0
uniquely determines the time points for the rest of the states. Given 7, we write start(7) to denote the time
point at state 0. We say 7 is compatible with 7/ if start(r) = start(r').

We write 01 W 05 to denote the merge of o; and 75. Intuitively, it is obtained by taking the union of
knowledge map, role sets, action sets and predicates of states that have the same timestamp. Let us use
subscripts 1 to index functions defining o7 and 2 to index those defining o5. The merge operation is well
defined only if for all states ¢ that are in the domain of both &1 and o3, i.e, for i that satisfy:

o 71(i) = 12(1)
o p1i(i) = p3 (i)
L] al(i) N _‘CLQ(i) = @, ag(i) N —\a1(i) = @

Def. ¢, is local to a set of agents Sa if for all traces o1 and o3, 01 |‘§a: o9 |ga implies o1 E @, iff 05 E ¢,..

oy is local to a set of agents Sa if it does not depend on states that are not observable by any agent in
Sa.

The responsibilities we focus on have the form G ¢,.. A set of responsibilities ® is feasible for a group of
agents Sa if agents in Sa collectively have a strategy to cause each ¢, in ® to be true at every state i, and
future actions will not affect the validity of ¢, at .

Def. A set of responsibilities @ is feasible for a set of agents Sa if for all j the following holds
V(/J'\O,H(ao, 0,Sa to)
365, F (55,0, Sa,ty) A 5o W o5® is well-defined
Vo' such that o’ |g=0 A o’ W O’O Wog? is well-defined D
VG € Tr(c' W5, W5y ),O|:g0Z A
V/O'\l, (6'\1, 1 SCL to)
3679, F (5 f“ 1,Sa,ty) A Go WTH? U81 W o7 is well-defined
V&' such that o' =0 AW ao Wose W 01 WP is well-defined D
VG €, Tr(0' WooWos* Wao, Wop?), 1 E e A

Vo, H(d},j,Sa,ty) D
3574, F (5, j, Sa,to) A
Uk 0 Ok WTE? is well-defined
V&' such that &' |;= 0 A 6’ W 4]_, 5% W55 is well-defined D
VG e, Tr(c U 0 OKYTYY), jE o

where H (0, k, Sa,tg) is true when the domain of & contains only state k, & does not contain any actions from
any agent in Sa and t( is the time point for state 0 according to 7. F'(d,k, Sa,ty) is true when & contains
only actions from agents in Sa, and all the planned actions are for states no earlier than k, and tg is the
time point for state 0 according to 7. More formal definitions can be found in Figure 6.

In the above definition, &; are actions by agents other than those in Sa at state i, and 57 are actions
by agents in Sa. The alternating V and 3 quantification ensures that given any actions by agents not in Sa,
agents in Sa have a way to cause @; to be true in that state, and any future extension of the trace will not
affect the validity of ; at the current state. The condition that requires +fc:0 o ¥ 8;3“ to be well-defined
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ensures that an agent’s current decisions should not conflict with any of her past decisions. Finally, given
any o’ that only concerns states later than j, the merge of ¢’ and all the planned traces by agents in Sa
(5%%) and all the planned traces by agents not in Sa (7}) satisfies all the responsibilities in ® at state j. The
use of ¢’ is to ensure that once agents in Sa have decided on a strategy at state j, all the responsibilities in
® should still hold at state j no matter what happens in the future.

Feasibility Theorems In the case studies of HIPAA and GLBA, all the policies are or can be rewritten
into two general forms. One expresses conditions on performing an action (e.g, §6802 of GLBA); the other
expresses future obligation (e.g, §6803 of GLBA).

Based on this observation, we investigate the local feasibility conditions for responsibilities that have the
following syntactic structure.

(r1) G (VZ.97 (p) D Ppast)
(r2) G (YZ.Ppast D ¢ (p))
(r3) G (VZ.ppast O ¢5 (p))

We write ¢pqst to denote formulas that do not contain future operators. ¢p.st captures conditions on
the history of the system execution. Responsibilities in (rl) require an agent to not perform actions in the
current state unless ¢,qs¢ holds. Responsibilities in (r2) require an agent to fulfill obligations if (s holds.
Responsibilities in (r3) require an agent to not perform future actions if ¢pqs: holds. We define the syntactic
constructs used in (rl) - (r3) below.

Conditions KP(Z) ::= contains(x,q,t) | ---

| KP(Z) AKP(F) | KP(Z) v KP(Z) | 3y.KP(Z,y)
Actions AP ::= send(p,q,m) | -
Current Neg Form ¢ (p) ::= L | A" [ o (p) Ao | wc(p) Ve (p) | 3 ()
Future Pos Form golf(p) rr= T | AP | o5 T(p) A @}r( ) | cplf(p) Vo

| Fz.KP(z ) (p) | ix-sojf(p)

| <>‘Pf + ®) | ¢f

() U ¢} (p)
U (. c(x) A ¢y (p)

| Olac(x (p)lsol
( | pr(P) Ve

Future Neg Form ¢, (p) ::= T | —\Ap | <pf (p) Ner(p
| V.o (p) | lz.vf (p)
| Oer) | Ber(p) | ¢ (p) U ©f (p)
| Olac(z) Aoy (p) | oy (p) U a.c(z) A @y (p))

v (p) includes formulas that p can cause to be false by planning inactions in the current state. The base
case for ¢, (p) is AP, which denotes an action of which p is a performer (e.g, send(p,b,m)). Agent p can
cause send(p, b, m) to be false in the current state by not sending b message m. ga;f (p) is similar to ¢ (p)
and it includes all future operators. These are formulas that p can cause to be true by planning actions in
future states (e.g, {send(p,b,m)). Finally, ¢ (p) also contains future operators, but the base case is —A”.
These are formulas that a can cause to be true by planning inactions in future states (e.g, <>—send(p, b, m)).

In the definition of go}', existentially quantified variables are guarded by predicates KP(Z). KP(Z) are
formulas that p can provide a substitution ¢ for Z such that §( K?(Z)) is true and supported by p’s knowledge,
e.g, contains(m, - - - ).

Finally, variables bound by the freeze operator are guarded by an inequality constraint on the time points
x (¢(z)). We use them to rule out nonsensical formula such as lz.<>ly.(y < ) A ¢ (y should only refer to
time points no earlier than = because y shows up under a future operator).

We decide not to include all forms of quantification in ¢, <p;§ and ¢, . For (rl), it makes little sense
to have a universal quantification to the left of the implication, which means that if all instances of some
action occur on the trace, then some condition has to hold. Our case studies also supports this decision.
The universal quantifiers in gajf (p), can be moved to the top-level in (r2). Finally, ¢ talks about inactions,
so it doesn’t make sense to have an obligation that requires an agent to selectively not perform an action.
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We build up our theorems about feasibility from a single responsibility to composition of responsibilities
for a single agent to the composition of responsibilities for a group of agents. The proofs are constructive:
they provide concrete plans for agents to discharge their responsibilities. (Details of proofs and auxiliary
judgments used in theorems are in Appendix D).

Theorem 4.1 (Feasibility of one responsibility).
(rl) G (YZ.¢2 (p) D Ypast) is feasible for agent p
(r2) G (VZ.@past D <p;f (p)) is feasible for agent p
if F ¢past fin, -+ @ (p) sat and Af (07 () F past
(r3) G (VZ.ppast D ¢ (p)) is feasible for p if -+ cp}'(p) sat

(r1) is trivially feasible by planning inactions in all states; (r2) is feasible by planning only actions
required by <p}r when ¢pqs: is true; and (r3) is feasible by planning inactions required by @y in all states.
The conditions ¢p,st, only depend on the history of the trace, so at each state p can decide whether or not
these conditions hold; thus, no future prediction is required.

There are several subtle conditions in (r2). Judgment F ¢,qq fin ensures that for any given trace, there
exists only finite number of substitutions ¢ for fv(¢pqs:) such that dppes: holds. This condition allows p to
plan only a finite number of actions in each state. Judgment A f(gpjf (p)) F @past holds when actions required
by 4,0? (p) do not overlap with actions that ¢p.s; depends on. We need to make sure that the actions p has
planned will not cause more ;45 to be true; in which case, it is not obvious whether p only needs to perform
a finite number of actions. For instance ¢, = Vm. send(p, ¢, m) D send(p, q, (m,m)) is not feasible for p
because p needs to perform an infinite number of send actions although it fits the syntactic form presented in
(r2). Finally, the judgment 3;T" F ¢ sat checks whether all the time points introduced by the freeze operators
in gp? (p) are sensible. For instance, nonsensical formulas such as Jx.ly.(y < @) A ¢ are ruled out. Note
that we actually cannot decide purely syntactically if c(x) is satisfiable or not; rules for ¥;T' F ¢ sat call a
theorem prover to check satisfiability of conditions.

In order to compose plans of different agents, we need to make sure that an agent p’s plan is not affected
by changes in the current state caused by another agent b. Otherwise, the agents would not be able to
achieve a stable state without computing a global fixed point across the entire group or imposing a global
ordering of agents’ actions. We define a syntactic check on a past formula, written p - ¢ StrictPast, to ensure
that all the current actions that may cause ¢ to be true are completely controlled by p. Theorem 4.2 states
that a group of agents has a strategy to fulfill a set of responsibilities if each of them can fulfill their own
responsibilities, and all the past formulas are not be affected by current actions by other agents.

Theorem 4.2 (Feasibility composition for multi-agents). Given a group of agents Sa, let @, be the set of
responsibilities for p € Sa. Assume that ®, is feasible for p. If for each p; € ®,, one of the following
conditions holds, then the union of ®, for all p € Sa is feasible for Sa.

1. @ = GVYZ.0, (D) D Ppast; and p b @pase StrictPast

2. ;= GYZ.0past D <pj[ (p), and pt ppest StrictPast

3. ;= GYZ.ppast D o (p), and pt ppest StrictPast

So far, we have assumed that an agent can observe all actions in the history, but this is not true in
general. An agent a may only view certain part of the state.
Def. We say that ¢ is visible to an agent « if all the atomic predicates in ¢ describe states visible to a.

Theorem 4.3. If p is visible to Sa then ¢ is local to Sa.

Theorem 4.3 and Theorem 4.2 together give us conditions for locally feasible responsibilities for a set of
agents.

Discussion We have made an assumption that the existence of states is visible to all agents, even though
certain actions in those states are not. In other words, all agents are synchronized in lock-step. This
assumption simplifies the definition of the merge of two traces since we do not need to consider inserting a
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state from one trace between two adjacent states on the other. A more general model would allow agents
to be completely asynchronous, and the merge of two traces to be defined based on the total ordering of
time points. The feasibility theorems given here allow for more responsibilities to be feasible than those that
would be allowed in the more general case. For instance, ©¢ D send(p, ¢, m) would not be locally feasible
to p in the general case, because p has no way of satisfying this responsibility in states that are not visible
to p. We plan to investigate the classification of locally feasible responsibilities in the asynchronous case in
future work.

5 Privacy Policy Enforcement

We present two logic-based methods for enforcing privacy policies. Our first method answers the question:
Does a given organizational process respect a given privacy policy? This method is based on a sound proof
system for LFP and is described in Section 5.1. Although the proof system is obtained by adapting previous
proof systems for an intuitionistic logic with fixed-points, uLJ [8, 17], to our classical logic LFP, we believe
that its soundness with respect to trace semantics is a new result. Our second enforcement method audits
logs of organizational activity for violations of principals’ assigned responsibilities. It is based in a novel
tableau-based model checking procedure for LFP that we present and prove sound in Section 5.2. Although
we develop both methods for LFP, due to the embedding in Section 2.3, both methods apply to PrivacyLFP,
as illustrated by examples here.

5.1 Auditing Organizational Processes

We present a proof-theoretic method to check whether a given organizational process respects a given privacy
policy. We assume that the organizational process is specified in terms of responsibilities ¢;1, ..., @, of the
organization’s principals. The privacy policy ¢, is also assumed to be specified in LFP. It may, for example,
be the formalization of a privacy law such as GLBA or HIPAA from Section 3. Technically, the problem is

n
that of establishing the entailment (e A /\ ©ri) D p, where @y, relates privacy relevant actions in the
i=1
organizational process to their counterparts in the policy (examples of such formulas appear in the example
at the end of this section). We propose the use of a proof system for LFP to check such entailments. We
show that the proof system is sound with respect to the semantics of LFP, which, together with the above
entailment, ensures that if principals fulfill their respective responsibilities then the privacy policy is not
violated.
Our proof system, presented in the sequence calculus style of Gentzen [22], establishes hypothetical
judgments or sequents ;' = A, where I' and A are sets of LFP formulae and ¥ is a set of variables that

occur free in them. The intuitive meaning of ¥; T" F A is that for all substitutions 6 for variables in 3, /\ re

entails \/F@. The rules of inference are shown in Figure 3. Rules for connectives of first-order logic are
standard. The interesting rules are those for fixed-point operators, all of which are adapted from similar
calculi for the intuitionistic fixed-point logic pLJ by Baelde [8] and Clairambault [17]. In the rules uL and
vR, 9 is an arbitrary formula. The rules pR and vL simply unfold the fixed-points. The rules puL. and VR
encode induction and co-induction principles for the least and the greatest fixed point operators respectively.
We refer the reader to prior work [8, 17] for an explanation of induction and co-induction, but illustrate the
use of the rules for the greatest-fixed point operator in proving compliance of organizational processes with
privacy policies through an example.

Theorem 5.1 (Soundness of the sequent calculus). If ¥;T' = A then for all traces o and for all substitutions
0 with dom(0) = X, (0;0 k= \T) implies (6;0 = \/ A).

Proof. See Appendix B, Lemma B.1. O
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Figure 3: Sequent calculus for LFP

Continuing the example from Section 4.1, we would like to audit the processes shown in Figure 2. First,
we need to formalize connections between actions of internal processes with their counterparts in higher-
level responsibilities — we need to establish that whenever P sends a disclosure, it comes from the disclosure
department D and vice versa. This is encoded in the formulas .1 and @gp0 below. (Similar requirements
for the other two departments as well, but this suffices for our illustration.)

¢etz1= G Vg, t,p' hlsend(p, q, f-dis(p,p’, ¢, 1)) D
hlsend(D, g, f-dis(p,p’, q,t))

Petza= G Vg, t,p’ hlsend(D, q, f-dis(p,p’, ¢,1)) D
hlsend(p, q, f-dis(p,p’, q,t))

Auditing the processes involves discharging the following two proof obligations, where pf. (i = 1,2) is the
formula ¢,.; from Figure 2 without the outermost quantification of p;, and with P substituted for p;: (1)
©r1,0r2 F @pot, and (2) A e, o0, N\ ¢sris N eori B @by A ¢y We illustrate our method by explaining
briefly a proof of (1). The proof relies on the co-induction principle for greatest-fixed points codified in the
rule vR. A skeleton of the proof is shown in Figure 4. To apply the rule vR, we need an appropriate predicate
1 that validates the premises of the rule. Here, an appropriate v is the inner body of ¢,1 and ¢,o.

5.2 Auditing Responsibilities

Our second enforcement method is an auditing technique which checks logs of organizational activity for
violations of principals’ assigned responsibilities. Formally, the problem is one of ensuring that a trace o
(concretely represented as a log of past activity of principals) satisfies each responsibility, i.e, &;0 |= ¢,; for
each responsibility ¢,;.! Technically, this is a model checking problem, so, in this section, we develop a local
model checking method for LFP and prove it sound.? To the best of our knowledge, this is the first local
model checking procedure for LFP. Our method builds on prior work on local model checking for the modal
p-calculus [24, 30, 34], which is the propositional fragment of LFP. The modal p-calculus is interpreted over

le is our notation for an empty set or an empty substitution. Throughout this section, we work only in formulas without

free first-order variables.
2A model checking method is called “local” if it does not explicitly compute the entire interpretation of each recursively
defined predicate.
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1/’(1017172, m) = v‘]? t. contains(m, q, t) )
(Shlsend(py, q, f-dis(p1, p2, g, t)) A Vp',m’ . hlsend(p’, p1,m’) A
contains(m/’, ¢,t) D Ssend(p’, p1, f-reply_maysend(p’, p2, m’)))

(p is the body of maysend)

INIT
w{p/7p27 m”/p17p27 m} - ¢{p/7p27 m///p17p27 m}

@ra,send(p’, p1, f-reply-maysend(p’, p2, m"))
= w{p/:P% m///p17p27 m}

1 F Vg, t. contains(m, q,t) D

(@hlsend(ph q, f*dis(php% q, t) A

vp',m” hlsend(p’, p1, m")

A contains(m”, q,t) D
@¢{P/»P2: m”/pl y P2, m}))
(pT27¢{pllapl27ml/p17p27m} , ,
F (vmaysend(p1,p2, m).s)(p1, p2, m')
-+-{VR,VL,V R,—-R,V L,~L}

Pri1, Pr2 F Ppol

vR

Figure 4: Example Proof Tree

Kripke structures and the objective of model checking for it is to find for each recursively defined predicate,
the set of worlds of the Kripke structure in which the predicate is true. The key insight in generalizing
model checking from the modal p-calculus to LFP is to view each tuple of terms as a world and to relate
satisfaction relations in the modal p-calculus and LFP by saying that the world # satisfies the LFP predicate
P if and only if P(f) holds. Given this insight, our model checking method is an unsurprising generalization
of Winskel’s method [34] for model-checking the modal p-calculus.

We formalize the model-checking procedure as semantic tableaus. We work only in NNF formulas (we
showed in Section 2.1 that every LFP formula can be translated to NNF through DeMorgan’s laws). To
deal with greatest fixed-points in tableaus, we rely on equations, which have the form X = AZ. ¢ (¢ may
mention both X and Z). Given this equation, the interpretation of X is the largest relation that equates the
two sides of the definition X (7) £ ¢ semantically. We call X the defined variable of the equation and & the

equation’s parameters and ¢ its body. A list of equations £ is a list Ey,..., E, with the constraints that
no predicate variable be defined twice in the list, and for each i, the body of F; may not mention predicate
variables defined in F;11,..., E,.

Our semantic tableaus work with formulas without first-order variables and infer judgments of the form
0:E; A+ ¢, where A is a set of pairs of the form X : S, which intuitively means that X ¢ holds for each
t'e S and € is a list of equations that defines all predicate variables free in A and . (S is a finite set of
tuples.) o is an interpretation of all predicate symbols P in £, A, and ¢ given to us as a trace against which
we are auditing. Roughly, the meaning of the entire judgment is that ¢ is true in the interpretation o for
predicate symbols and the largest possible interpretation for each equation that also includes X t for every
X:SeAandtes.

To check that e; 0 = ¢, the tableau procedure starts with the judgment o; o; - ¢ and tries to construct a
derivation by applying the rules of Figure 5 backwards. A branch closes or successfully ends when it matches
a rule whose premises are satisfiable and do not contain the symbol . Most of the rules of Figure 5 are
straightforward and correspond to the semantics of LFP. The interesting rules are those for fixed points. The
rule for (uX (£).p)(t) unrolls the fixed-point. The soundness of this rule is a consequence of the semantics of
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[£]° € Z,(P) [t]® € Z,(P) &AL GEARe

= INIT = _— T
;& APt 0;E;AF (P 1) o EART 0, E;AF o1 N o
0;EAF o1 1 0;E;AF o v alld € D. (0;&;AF o{d/z}) .

0;E; A o1 Vo 0;EAF o1 Vg 0;E;AF V.

deD o0& AF p{d/z} _ 0; & A F o{t/ZH(uX, 7. ¢)/ X}

0, E; A Jzp ;& A F (uX().0)(1)
0;E, X = Mp; A, X {}FX1T (X fresh) [£]° € [S]* X1
14

;& A (VX (Z).0)(1) o & AXSEX T

[£]° ¢ [S]° (X = M\ep)el ;&0 X - SU{t} F p{t/T)} X2
oG EANX:SEX T

Figure 5: Semantic tableau for model-checking LFP. The rules are applied backwards.

LFP. The rule for (vX ().¢)(f) creates a fresh predicate name X for the predicate defined by the fixed-point
and stores its definition as the equation X = AZ.p in £. The equation is looked up in the rule X2 for
checking X . In the third premise of that rule, the fact that X ¢ has been encountered on the branch is
recorded in A. This ensures that if X ¢ is encountered again, then the branch closes (rule X1). Winskel [34]
proved that admitting cycles for greatest-fixed points in this manner is sound in the propositional case. Our
soundness theorem (Theorem 5.2) extends that result to the first-order case.

Theorem 5.2 (Soundness of tableau). If o;e;e | ¢ has a successful tableau, then o;0 = .
Proof. See Appendix C, Theorem C.5. O

An important practical consideration in any model checking procedure for first-order logic is treatment
of quantifiers. The rules for quantifiers in Figure 5 require guessing a correct substitution for an existentially
bound variable and iterating over all elements of the domain of interpretation, D, for a universally bound
variable, both of which may be impossible if D is infinite. In practice, the problem can be addressed by
assuming that all quantifiers are guarded by formulas that restrict the relevant substitutions for the bound
variables to finite sets, as in guarded first-order logic [5].

We illustrate the use of model-checking in auditing traces for violations of privacy-related responsibilities
from the Example of Figure 2, which does not include fixed-points. Readers should bear in mind that even
though this example does not use fixed-points, their treatment, especially that of greatest fixed-points, is
the technically challenging part of the method.

Suppose that E and @ are principals (whose details are irrelevant to this example) and M is a message
which contains some information about attribute 7" of Q). Consider a trace o with just two states o = sgs1,
and each of the two states containing exactly one message transmission as follows:

S0 D—@Q : f.dis(P,EQT)
$1 D— SR : f_sent. dis(E,Q,T)

In state sy the disclosure department D informs principal @ that its information about attribute 7" may
be sent to £ by P. In the next state sy, D informs SR about this disclosure. We are interested in check-
ing whether D has violated its responsibility ¢p from Figure 2. In this example it hasn’t. To check that
this is the case, we must construct a tableau for o;e;e FG Vp',m,q,t. (send(D, SR, f_sent_dis(p’,q,t)) D
Shlsend(D, q, f-dis(P,p’, q,t))). Expanding the syntax into LFP through the embedding of Section 2.3, we
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must check that o;e;e + Vs p',m, gt (—send(s, D, SR, f_sent_dis(p',q,t))) VvV 3. ((8 <& s) A
hlsend(s’, D, q, f-dis(P,p’,q,t))). Using rule V from Figure 5, we must check for every s, p’, m, ¢, t that
o;e;e - (—send(s, D, SR, f_sent_dis(p’,q,t))) V 3s'.((8' <« s) A hlsend(s', P,q, f_dis(P,p’,q,t))). For
(s,p',m,q,t) # (s1,E,M,Q,T), the branch —send(s, D, SR, f_sent_dis(p', q,t)) succeeds by V1 and INIT.
Hence, it only remains to check that o; e;e - 3s’. ((s" <4 s1) A hlsend(s’, D, Q, f_-dis(P, E,Q,T))). Choosing

s’ = so in rule 3, this reduces to o;e;e F (59 <& s1) A hlsend(so, D, @, f-dis(P, E,Q,T)). The conjunct

s0 <& $1 succeeds by definition of the trace, so we must show only that o; e; @ - hlsend(so, D, Q, f-dis(P, E,Q,T)),
which succeeds immediately by rule INIT.

6 Related Work

The core logic used for the technical work in this paper is the least-fixed point logic (LFP) [13, 28]. However,
the proof-theory for fixed-points presented in Section 5.1 is based on an unrelated source — the intuitionistic
logic pLLJ — that has been used in the past as a logical framework for specifying and reasoning about formal
systems [8, 17]. Besides adapting that work to our classical setting, we also prove the proof-system sound with
respect to trace semantics. Our model-checking method (Section 5.2) is a first-order extension of prior work
on model-checking the propositional modal p-calculus [24, 30, 34], most notably the work of Winskel [34].

Privacy languages such as EPAL [6, 7] and XACML [4] are formulated as access control frameworks.
EPAL and XACML do not possess first-class temporal modalities, but have a much weaker uninterpreted
obligation symbol for representing future requirements. Our logic has its rich temporal and obligation
constructs and is, therefore, more expressive than EPAL and XACML. P3P [1, 15, 29] is a privacy language
targeted exclusively to web sites, but due to its domain-specific design it is unsuited for expressing privacy
policies based on laws like HIPAA and GLBA. RBAC languages focus on access control [18, 23, 25] but lack
a notion of data attribute as well as temporal modalities needed to express privacy policies.

Choosing deontic logic, rather than temporal logic, as a foundation, Dinesh et al. have developed a
logic for reasoning about conditions and exceptions in privacy laws [21]. The approach of Dinesh et al. is
advantageous in that it simplifies the task of formalizing the law clause by clause: there is no need to modify
previously formalized clauses if exceptions appear in later paragraphs. Further investigation is needed to
determine whether their ideas can be adapted to our logic.

7 Conclusion

We presented the logic PrivacyLFP and used it to express role-based responsibilities of agents in organi-
zational processes. We presented a semantic locality criterion to characterize “reasonable” responsibilities
that agents (or groups of agents) have a strategy to discharge, and easily checkable, sound syntactic charac-
terizations of responsibilities that meet this criterion. We develop policy enforcement techniques based on
a sound proof system and an auditing procedure for PrivacyLFP based on a tableau-based model checking
algorithm we develop. We illustrated these enforcement techniques using a representative example of an
organizational process. In future work, we plan to apply these techniques to larger organizational processes,
formalize other privacy regulations, and develop tool support for policy enforcement.
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A Basic Theory of LFP

We develop some preliminary theory of LFP’s semantics. Our proofs of soundness of proof-theory and model
checking (Section 5) rely on this theory.

Lemma A.1 (Term substitution). The following hold:
1. 0,0;7 = ¢ if and only if ;T |= @0
2. Fix(z 9/)(90) = Fz)fé?(sﬁ)

Proof. First observe that since [¢]%? must be homomorphic in the structure of terms, [t0]% = [¢]%?". The
proof of both statements then follows by lexicographic induction, first on ¢ and then on (1) < (2). O

Lemma A.2 (Variable substitution). Let ¢ be a formula, possibly containing the distinguished variables Z,
and let X be a predicate variable of arity |Z|. Then,

1. 6;T = p{(\Z.0)/ X} if and only if ; T, X — {d | 0,7 — d:T = ¢} = o.
2. L ({(\8.9)/X}) = (z"ng{d | bdmdzip .o (V)

Proof. The proof of both statements follows by lexicographic induction, first on ¢ and then on (1) < (2). O

A.1 Fixed-point Unrolling

We prove some results about unrolling of fixed-points.

Lemma A.3 (Unrolling lemma). The following hold:

). ¢) £ if and only if 9,3 — [1%1 = o{ (1X (). ¢)/X}
7). ) t if and only if 0,7 — [t]%;T = o{(vX(Z). »)/X}
)

(@
(@
Proof. We prove (1) below. The proof of (2) is identical except that u is replaced by v everywhere (this works
because the proof below relies only on pX(Z). ¢ being a fixed-point, not on it being the least fixed-point).

1. 6;T = (uX
2. 0:T = (vX

Proof of (1). We have:

0:T = (WX (2). ¢)

o [ enEi ) (Den) ﬁ

e [f]° EFiXaw( J(LFLy (¢) (P74 () is a fixed-point of F7 4 ()
o [t e{d]0,z »—>dIX»—>uFIX(f()}:<p} (Defn.)

o 0,8 [t])%T,X MFI);‘T( JE (Set-theory)

o 0.5 [T X o [ | 0T F (1X(@). 0) 1} o (Defin. of ;T = (X (7). ) )

“ 9,33"—>[[t:]] IXH{[[{]]9|91‘ — [£]° I):(MX( 7). ) ¥} = ¢ (Lemma A.1)

> 9,5»—>[[t_’]] I,X—{d]0,F—d:TE= uX(@). o) T} g

< 0,8 [[2]} T Ee{(\Z. (uX(Z). ¢) ©)/ X} (Lemma A.2)

o 0,70 [T F o{(X(3). ¢)/X} ((AZ. f ) = [)
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Finite unrolling. Next we consider finite unrolling of fixed-points and its semantic interpretation. We
define the function U ( ), which unrolls the definition (X (&) = ¢) n times, using ¢ for the base case
(1) may mention contaln the free variables Z). The result is a predicate of the form AZ. ¢’. The function
Ujf’ f(gp) is defined by induction on n as follows.

Upinle) = Mv
Uw,;f+1(§0) = A.p{U, ,;;C(‘P)/X}

Lemma A.4 (Finite unrolling). 6;7 & ( ( )) tif and only if [t]? € (Fixez( NM{d | 0,%— d:T |=}).

Proof. By induction on n.

Case.n =0

;T Uy (o)t )
o 6TEOEY) T (Defu. of U ()
< 0, T = {t/T}
o 0,7 [t]%TEY (Lemma A.1)
o [t e{ _’| %fH 4T =} (Set-theory)
o [ e (B (@) ({d] 6,8~ dTEY}) () =x)

Case.n=k+1

0;Z = ( wk+1(@))t )
& 6T O o{U i (0)/ X)) T (Defn. of U731 ()
“ 0T o{t/FHUL (v )/{f}
e 6T p{H/FHOE (Ug) (9) ©)/X) (f =22.(f @)
o 0LX—{d| 05— dIEU) () 7} = el{t/7} (Lemma A.2)
o 0T, X - {[t])° ] 6;T = Q‘Z(}; cp)}lzga{t/x} (Lemma A.1)
VRN 9$»—>[[t]]QIX|—>{ m \97,": f})zgo (Lemma A.1)
< MH[[t]IQIXH(If"( ))’“({ \HdeI#dJ})l:sa (i.h.)
o [T € (BT (@)1 ({d ] 6,8 = &I | ¢}) (Defu. of Fi7;7(¢))

B Proof System for LFP

We prove the proof theory of LFP sound with respect to the semantics of LFP.

Lemma B.1 (Soundness of sequent calculus). If 3;T' F A then for all interpretation Z, for all substitution
0, where dom(0) =X, 0; T E AT implies ;T E \/ A

Proof. By induction on the structure of the derivation 3;T" F A.
Case. uR

E T F o{uX(2).0/ X Ht/TY, A

STk pX(2).0 t, A

By assumptions, given any Z, § where dom(f) =%

0;T=NT
By ILH.on &

0;: T = p{uX (2).o/XHE/T} vV A
By Lemma A.3
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0;7 E o{uX(Z).o/XHt/Z} iff 0,7 — [t]%TE uX(Z).o 7
By Lemma A.1,

0,7 [t]% T F uX(Z).o £iff 0, F puX(Z).0 1
By the above two,

0;7F uX(3).ptVvVA

Case. uL.
ST {f/T} A &YX y, U, p{ A2/ X Hy/7} - 7Jf{y/f}
T, (MX o)t F A
By assumptions, given any I 0 where dom(9) by
0;ZENT ApX(Z).pt
0;7F uX(2).ot
te pS.Fy (9)(S) = pSAd | 0.8 — d;I,X — S F ¢}
By Knaster-Tarski theorem
the least fixed point of F' is the intersection of pre-fixed points of F’
S (0)(S) = n{S | BT (9)(S) € S}
By set theqry B
,uS.FI}i’gw(go)(S) is a subset of any S such that Fz)i’gz(go)(S) cs
Let T ={d | & — d:T F 4},
By Lemma A.2,
Fr5 (o)1) ={d | 0.8 d:T,X = TE @} ={d| 0,7 — d;TF o{A\7.0/X}}
By LLH. on &,
VZ', V8" where dom(0') = X, 7
07 E AT A p{\Z4p/ X }{y/Z} implies 6'; 7" E {y/z}
(@10, ETF oA/ XHF/F} C{d] 0,7 GTF o{g/})
By (3) and (4)
FX(p)T) ST
By (2)
PSFX(0)(S) ST ={d | 0.5~ ;T F v}
By (1) and (5)
0:ZEY T
By I.LH. on &
0;TE\A

Case. VR .
S uLiTHQ{t/I A &%, y,F W{g/T} E e/ XH/E}
2T F (vX(2).0) (1), A
By assumptions, given any Z, 6 where dom(@) by
0;ZE AT
By I.LH. on &
0;7 = {t/Z} v\ A
If ;7 F A then 6;7 F ( Z)v\/A
otherwise ;7 E w{t/gﬁ'}7 therefore te{d|6,%— dIE=y}

By Knaster-Tarski theorem,
The greatest fixed point of F' is the union of post-fixed points of F'
vS.FL(0)(S) = U{S | § € FFyT(9)(9)}

By set theory
I/S.FI)ff(gp)(S) is a superset of any S such that S C Fé’f(g@)(S)

Let T ={d | & — d:T E 4},
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By Lemma A.2, . . . .

()T ={d | 0,5~ &I, X = TF ¢} = {d] 0,7 d;TF p{A\Fy/X}} (3)
By I.LH. on &,
VZ', V0" where dom(0') = X,y

07" E y{y/&} implies 6'; 7' E AT A o{ T/ X Hy/Z}

{d]0,7— &I EP{F/T}} C{d| 0,7~ d:TF p{\T/X Hi/T}} (4)
By (3) and (4)

T C F7 ()(T)
By (2) . )

T={d|6,7 dTFy}CvS.Fy()(S) (5)
By (1) and (5)

C Model-Checking for LFP

This appendix proves that the model-checking tableau for LFP (Section 5.2) are sound. In order to do that,
we define the interpretation tz(€, A) generated from a list of equations £ and a list of assumptions A, given
an interpretation of predicates Z. The interpretation is defined by induction on &.

(], 4) = o

1z(E (X = M), AU{X:S}) = I, X—v(AS. [S]* UF();:;)7.(<,0)(S’)) (where 7' = 17 (€, A))
Observe that since Fé;) .(©)(S') is a monotonic function of S’, it is also the case that AS’. [S]* U
F é’i,) .(©)(S’) is a monotonic function. Hence, its greatest fixed-point in the second clause above exists.

Lemma C.1. Suppose that all free predicate variables of ¢ are defined in £. Then 0;Z,17(E,A) &= ¢ iff
H;Ia LI((5751)7A) ': ¥

Proof. By induction on &’. O

Lemma C.2 (Reduction; reproduced from [34]). Let f : 24 — 24 be a monotonic function. Then S C vf
if and only if S C f(v(AS'. SU f(5'))).

Lemma C.3 (Reduction for singletons). Let f : 24 — 24 be monotonic and suppose d ¢ S C A. Then,
dev(\S'. SUf(S") if and only if d € f(v(AS'. SU{d} U f(5"))).

Proof. We have:

dev(AS'. SU f(9))

{4} CU(AS". SUF(S)

{d} CSUf(v(\S'. Su{d}uU f(S")) (Lemma C.2)

de SU f(r(AS". SU{d}U f(5")))

de f(v(AS'. Su{d} U f(5)) (Assumption that d ¢ S)

TTe

Theorem C.4 (Soundness). ;&; A F ¢ implies ;7,17 (E,A) = .
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Proof. We induct on the derivation of Z;£; A - ¢, and case analyze its last rule.

[7]° € Z,(P)
———F = INIT
Case. 0;E;AF Pt

We need to show that ;Z,,u7,(€£,A) = P t. By definition of the semantics, it suffices to show that
[t]® € Z,(P), which is stated in the rule’s premise.

[f1° ¢ Z.(P) _
Case. 0;&;AF (P 1)

We need to show that e;Z,,t7, (€,A) = =(P t). By definition of the semantics, it suffices to show that
[£]* & Z,(P), which is stated in the rule’s premise.

E—
Case. 0; ;AT

We have to show that e;Z,, vz (£,A) = T, which always holds by definition of the semantics.

&R & A
Case. 0;EAF o1 A g

We need to show that &;Z,, 17 (£, A) = w1 A @9 or, equivalently, &;Z,, 17 (E,A) = ¢1 and &;Z,, 17, (E,A) =
2. The latter two follow from i.h. on the premises.
s&EAFeL
Case. 0;&AF o1 Vg

We need to show that ;7,17 (£,A) = @1 V ¢2. By definition of the semantics, it suffices to show that
;7T,, 11, (E,A) E ¢1, which follows immediately from the i.h. applied to the premise.

;& A ¢ y
Case. 0;E;AF 1 V @9

Similar to the previous case.

alld € D. (6;&;AF o{d/x}) v
Case. 0;E; A V.

We need to show that e;Z,, 17 (€, A) = Va.p. By definition of the semantics, it suffices to show that for
any d €D, &7, 17 (E,A) = p{d/x}. So pick any d € D. By i.h. on the premise, o;Z,, vz (£,A) = o{d/z},
as required.

deD o, & A p{d/z} 5
Case. 0, ;A Jxp

We need to show that e;Z,,t7 (£,A) E Jz.p. By i.h. on the premise, o;Z,,t7_ (£,A) E ¢{d/x}. By
definition of semantics, ®;Z,, 7, (£,A) | Jx.¢, as required.
0: & A F o{t/TH (X (T). 9)/X}

=

Case. o & AR (X (Z). @) t
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We need to show that ;7Z,, .7, (£,A) = (uX (Z). ) t. By i.h. on the premise we have ;7,17 (£,A) =
ot/ (uX (Z). ¢)/X}. NOW we have:

. Lo 17, (€, D) F o{t/TH(uX (2). ¢)/ X}
o T [E]% Tz, (8, A) IZ@{(MX( 7). ¢)/X} (Lemma A.1)

& 0T,z (E,A) E (uX (@) o) T (Lemma A.3)

0;E, X = Mp; A, X {}F Xt (X fresh)
Case. o, E A (VX (Z). o) t

v

We need to show that &;Z,,t7, (£,A) | (vX(Z). p) t. Let &' = £, X = M.pand A’ = A, X : {}. Then,

T 17, (N =X T (i.h.)
<[]0 €z, (8, A)(X ) (Defn. of 6;Z, = -)
o [f]* evNS. {} UFI iz (E.A1)e J©)(S)  (Defn. of vz, (E',A") and X : {} € A')
e [[t]] GV()‘S/ (bezg(f AN),e (©)(5)
o [f]* ev(F; (z 1z, (E.A7),0 (¥) (Az.(f2)=f)
S zx(F(I iz E)),e(P) (Defined-variables(€) C A)
o @Toin(EA) = (X (@). 9) F (Defn. of 6:Z, = (vX (7). ) )

[]° < [S]°
Case. 0; ;A X :SHFX T

We want to show that e;Z,,c7, (£, (A, X : S)) = X T or, equivalently, that [#]* € iz, (€, (A, X : 5))(X).
Since some definition for X must exist in &£, suppose that &€ = &1,(X = AZ. ¢),&. Then, by defini-

tion of 1z, we have: vz (€, (A, X : S))(X) = v(AS". [S]* U Fémbz (En(A,x:5)),(P)(S). Hence, it suf-
fices to show that [#]* € v(AS". [S]* U F7* J(©)(8")). To avoid syntactic clutter, define

! (Toriz, (€1,(A,X:5))),

f= Féﬁqa (1,(A,X:5))),0(P)- What we need to show then is that: [£]® € v(\S". [S]* U f(S")). Suppose
v(AS'. [ S]Uf(S")) = So. Because Sy is a fixed-point of AS”. [ S]*Uf(S"), it follows that So = [ S]*Uf(Sy) 2
[S]°. Since, by the premise of the rule, [£]® € [S]*, it follows that [£]* € Sy = v(AS". [S]* U £(S")), as
required.

[f]°¢[S]° (X=Mep €& o0;EAMX: Su{t_}l—cp{t/f}
Case. aEANXSEXT

Let A’ = A, X : S and let € = &, (X = M\.p), . We want to show that ;Z,, 7 (£,A") = X t. We
have:

“T,.07,(EA)EX T
«  [t]* €z, (E,A)(X) (Defn. of 6;Z, = -)
o [f]® e v(©S. [[S]]°uzr{zfj%(ghA 1o(9)(5) (Defn. of i1, (€, A))
< [E]* evNS. [S]° Féjbzﬂ (51’ 1.0 (@)(9) (Defined-variables(£;) C
o 11 FE, o apa@0OS [SI VT UREY,, 60 (#)(8))  (Lemma C3)
o Fe b L,,LI (&1, A), X 5 v(AS". [S]* U {[7]*} U {;MU(EI,A)), (©)(S) ¢ (Defn. of F5(e))
& T [[t]] i Loy tz, (€1, (X = AZ.p)), (A X :Su{t)) (Defn. of ¢)
e [[t]] Toour, (€, (A, X - SU{T})) (Lemma C.1)
o e, (6, (A X :SU{t) E @{F/a’:’} (Lemma A.1)

The last statement follows from the i.h. So the first statement must also hold.

O
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Theorem C.5 (Soundness). Suppose ¢ has no free term and predicate variables and o;e;e - . Then,
o0 = .

Proof. Suppose o;e;e - . By Theorem C.4, o;Z, = ¢. By definition of satisfaction on traces, this is the
same as ;0 = . O

D Local Feasibility

D.1 Formal Definitions
Strict Past Operator We define a strict past operator <4 ¢ as follows. Formula &4 ¢ holds in the
current state if ¢ holds in some state that is strictly earlier than the current state.

(@St ¢>@6 é ElSl. (S/ <St 8) A\ ¢@S/

Trace Operations Given f and g, both of which are mappings from domain D; to D3, we define fUg as
follows:

f(dyug(d) ifde dom(f)ndom(g)

(fUg)(d) =< f(d) if d € dom(f) and d ¢ dom(g)
g(d) if d ¢ dom(f) and d € dom(g)

Given f and g, both of which are mappings from domain Dy to Dy, we define f LI g as follows:

f(dyug(d) if de dom(f)Ndom(g) and f(d) = g(d)
(fUg)d) =1 f(d) if d € dom(f) and d ¢ dom(g)
g(d) if d ¢ dom(f) and d € dom(g)

Given f and g, both of which are mappings from domain D; to mappings from Dy to D3, we define f I g
as follows:

f(dyug(d) ifde dom(f)Ndom(g)

(fug)d) =1 f(d) if d € dom(f) and d ¢ dom(g)
g(d) if d ¢ dom(f) and d € dom(g)

Given f and g, both of which are mappings from domain D; to mappings from Dy to D3, we define fUg
as follows:

f(dyug(d) ifde dom(f)Ndom(g)
(fug)(d) =1 f(d) if d € dom(f) and d ¢ dom(g)
g(d) if d ¢ dom(f) and d € dom(g)

5—1 = (Klv pfa p{S, ai, ~ai, 71, Ll)a 5’2 = (K27 pfa pQB7 az, 1Az, T2, LQ)'

6’1 L‘H/U\Q = (Iil (] I{Q,p"{l Ll p"247p1B @JpQB,al Uaz,—'al @] —ag, 71 uTQ,Ll U Lg)

We say a mapping f from domain D1 to D2 is an extension of g (f 2 g), if Vd € dom(g), g(d) C f(d).
We say a mapping ff from domain D1 to a mapping from D2 to D3 is an extension of gg, if Vd € dom(gg),
gg(d) € ff(d).

We say a trace ¢ is an extension of ¢/, written & O ¢’, if any mapping f in o is the extension of the
corresponding mapping f’ in 0.

We write o \;f‘: () to mean that p is the performer of any of the actions in the range of function a.

We assume that each agent has some default knowledge. We write kP to denote a knowledge map where
kP (i)(p) is p’s default knowledge, for each 7 in the domain of xP.
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Feasibility Our definitions for feasibility rely on a recursively defined function (GF(j, ®,Sa)) to generate
conditions that need to be satisfied at each state in an infinite run of the system (Figure 6). Each GF(j, ®, Sa)
contains a hole ([ ]).We write GF (4, ®, Sa)[R]z to denote the predicate generated by unfolding the definition
of GF and plug R in the hole. The variables annotated in the subscripts of the hold appear free in R, and
are bound by quantifiers on the outer layers.

Ultimately, we care about GF(j, ®, Sa)[true].

(@ )i—1= 0) A (G|i= 3) A start(t) = to A Vp € Sa, (G|;'=0) A Vp € Sa,k D kP
VP € range(a), Ip € Sa such that p is the performer of P

VP € range(—a), Ip € Sa such that p is the performer of P

Vk € dom(7), k > i, start(t) = to

H (5,14, Sa, to)
F(&, i, S’a, to)

GF(0,®, Sa)

VaO, ((/7'\0,0 SCL T()(O)) D
365, F(65%,0, Sa 7'0( ) AGoWas® is well-defined
Vo', 5 lo=0 A5’ WGo Wwas® is well-defined D
VG €d Tr(d Weowas®),0 E g
A [ ]0‘0 a'(‘)sa
GF(j,®,Sa) —
GF(j —1,9,Sa)[V5;, H(G;, j, Sa, 70(0)) D
(367, F (ﬁf“,J,Sa 0(0) A W o0k ¥ 559 is well-defined
V&', & ;=0 AT Wlgl_ 0Ok W5y ? is well-defined D
VG €0, TrE W _ 6t W5L"),J F ¢
A s

G0, 0'0 ;01 85‘11
]aoxauyﬁaoﬁo G 10(‘)9‘1,-'-3j,3f“

Figure 6: Feasibility

Def. A set of responsibilities ® is feasible for a set of agents Sa if for all j iff GF(j, ®, Sa)[true].

D.2 Lemmas and Definitions for Proving Local Feasibility Theorems
D.2.1 Locality

Def. Observable We say that ¢ is observable to an agent p is all the atomic formulas in ¢ describe states
or events observable to p. We write p - ¢ Obs to mean that ¢ describes states and events that are observable
by p. Figure 7 shows the summary of rules.

Theorem D.1. Ifpt ¢ Obs, then ¢ is local to agent p.

Proof (sketch): By induction on the structure of the derivation p - ¢ Obs. O

D.2.2 Lemmas and Definitions Related to Past Formulas

We define ¢pqs: to be temporal formulas that do not contain future operators. We prove the following lemma,
which states that given any state 4, ¢pqst does not concern any states that is later than i.

Lemma D.2 (Invariant of Past Formula (prefix)). For all j >, 0,5 F @past iff 05,1 F @past

Proof (sketch): By induction on the structure of ¢pqs:. We show a few key cases below.
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P is observable to p

pF 1 Obs pF s Obs

pF L Obs pE T Obs pF P Obs pF @1 A py Obs
pF 1 Obs pF s Obs pF ¢ Obs pt ¢ Obs pF ¢ Obs pF ¢ Obs
pF @1V py Obs p F Jz. Obs pF V.o Obs p F =@ Obs pk & Obs
pt ¢ Obs p ¢ Obs pF 1 Obs p ko Obs p ¢ Obs pt ¢ Obs
pES g ¢ Obs pF Elp Obs pF @1 S py Obs pE <@ Obs pF Op Obs

pF ¢ Obs

p o Obs

pF @1 U s Obs

Figure 7: Observable Formulas

Case Ypast = P(f)
The validity of the atomic predicate P(#),
depending on the following functions a(i), (i), p(i) and ¢(4),
When j > i, the projection does not affect those mappings.
Therefore, the conclusion holds.

Case Ppast = TPpastl
The if direction
By assumption,
072. E _‘Sppastl
a, 1K Ppastl
By LH. on ¢past1,
a |ja (2 Ppastl
J|jai F TPpastl
The only if direction
By assumption,
a |]al F TPpastl
a |ja 1 Ppastl
By LH. on Ppastls
g, Z # (Ppastl
0—7@. E _‘Sapastl

Case Ppast = E@pastl

The if direction

By assumption,
O',i ': B@pastl

By the definition of F, for all k < i,
g, kE Ppastl
k<i<y

By LH. on @past1,
(<) ‘ja kE Ppastl

By the definition of F,
U‘jﬂ- E E@pastl

The only if direction

By assumption,
J‘jai F E@pastl

By the definition of F, for all k < i,
U‘j7k F Ppastl
k<i<y

By LH. on Ppastls
g, k ': Sapastl

By the definition of F,
g, Z ': Elsppastl

O

Def. We write ¢, to denote persistent past formulas, which are formulas that are true in all future state of
i once it becomes true in state 7. It is defined as follows. We use two auxiliary definitions P,, which denotes
atomic predicates that are true in all states; and Ps,, which denotes all other predicates.

Persistent Form P, ::=
Persistent Effect Form P;, ::=
Persistent Past Form ¢, ::=

contains(m,---) | ---
AP | inrole(p,r) | ---

T Pr|opNep | pVeop | Voo, | 3.0y | OPsp | st Pop

‘ @Sﬁp | @st Pp | SﬁpS@past

Lemma D.3 (Persistent Past).
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0,1 F @, implies 0,1 F Oy,

Proof (sketch): By induction on the structure of ¢, O

Judgment & F ¢ fin holds on a past formula ¢ if variables & are free in formula ¢, and given any state
on a trace, there is only finite number of substitutions § for & such that ¢ is valid in that state. We define
rules for this judgment in Figure 8.

fv(t) D & and for all o, for all 4, the set of grounding substitutions A for fv(t)
such that for all 6 € A, 0,9 F §(P %) is finite

#F P tfin
71 =y fin Zo g fin T=7UT T ¢ fin T ¢y fin Z,y ¢ fin T @ fin
ZE o1 A g fin TE o1 Vs fin ZF Jy.p fin ZE S fin
T fin T+ g fin F 1 past T+ fin
ZF Elp fin T 1S o fin ZHS o @ fin

Figure 8: Judgment for Past Formulas with Finite Substitutions

Lemma D.4 (Finite Substitution). If Z - ¢ fin, then for all o, for alli, the set of all grounding substitutions
0 for &, such that o,i E ¢ is finite.

Proof (sketch): By induction on the derivation Z F ¢ fin. O

Def. Strict Past In order for the actions from different agents to compose nicely, we need to make sure
that an agent p’s plan is not affected by the changes in the current state caused by another b. Otherwise, we
would not be able to achieve a stable system. We define a syntactic check on a past formula p F ¢ StrictPast.
The definitions are in Figure 9.

p F ¢ StrictPast

P = AP or P depends on the default knowledge of p

pF L StrictPast pE T StrictPast p F P StrictPast
p F 1 StrictPast p g StrictPast p b 1 StrictPast p F g StrictPast p F ¢ StrictPast
pFE @1 A g StrictPast pE @1V py StrictPast p F Jz.p StrictPast
p F ¢ StrictPast p F ¢ StrictPast p F ¢ StrictPast ¢ is a past formula
p b Vx.p StrictPast p F = StrictPast pF S StrictPast p F& st @ StrictPast
p F ¢ StrictPast p F 1 StrictPast p F g StrictPast
p F Elp StrictPast pE @1 S py StrictPast

Figure 9: Strictly Past
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Lemma D.5 (Invariant of Strictly Past Formula).
If p + o StrictPast, given any o and o', such that

1. Kk D KP and k' D KP

2. p is not the performer of any of the actions in the range of a’,
3.0 ]i-1=10

4. o Wo' is well-defined

then o,i E @ iff o Wa' i E .
Proof (sketch): By induction on the structure of a F ¢ StrictPast. We show a few key cases below.

Case: ¢ = P(t).
If direction
By assumption,
o,ikE P(t)
P(t) = AP € a(i), or P(t) is justified by x?
the above conditions still hold for o W o’
therefore, o W o', i E P(t)
Only if direction
By assumption,
oo ik P(f)
P(t) = AP € a(i) Ud'(i), or P(t) is justified by x?
By assumption, p is not the performer of any actions in a'(4)
P(t) € a(i), or P(t) is justified by x?
therefore, 0,7 £ P(t)

© is a past formula

Case: p &gt ¢ StrictPast
By assumption,

o'|i-i=10 (1)
By (1) and the definition of projection,
Vk <i,0lp=(cWo)|k (2)
By Lemma D.2,
ole,kEiff o,kF ¢ (3)
By Lemma D.2,
oWl kEpiff cWo' kFE ¢ (4)
By (2),(3) and (4),
o kEpiffcWo  kE @ (5)
By (5),
0,1 FOqpiffoWd i FS @ (6)
O
Def. Judgment {Py,---, Py} F ¢pest holds when the validity of predicates P; to P, in a state i are irrelevant

to the validity of (44 in that state. It is defined in Figure 10.

Lemma D.6 (Invariant of Past Formulas).
If SP ¢, given o, o' such that

1. o |i71: (Z):
2. j>1, for all P € d'(j), exists P’ € SP and § such that 0P = 6P,
3. oWo' is well-defined
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IENaL

A6 st. SP; = 5 AP SPF o SPF ¢ SPF ¢
SP+HT SPF L {Py, - ,P,} - AP SPE —p SPF @1 A
SPF ¢ SPF ¢ SPF ¢ SPF ¢ SPF ¢ SPF ¢ @ is a past formula
SPF @1V @ SPF Jz.p SPF V.o SPEF S SPF e SPFS . ¢

SP"QOl SP}_QOQ
SP}—(,D1S§02

Figure 10: Irrelevant Past

then o,i E @ iff oW o' i E .
Proof (sketch): By induction on the structure of the derivation SP - .

Case: ¢ = AP.
If direction
By assumption,
o,ikF AP
AP € a(7)
AP € a(i)Ud (1)
therefore, o W o’ i E AP
Only if direction
By assumption,
oo, iE AP
AP € a(i) Ud (4)
By assumption,
AP ¢ o' (i)
AP € a(i)
therefore, o,i £ AP

@ is a past formula

Case: SPF& ¢
By assumption,

o'|i-1=10 (1)
By (1) and the definition of projection,

Vk <i,0)pk=(cWo)|k (2)
By Lemma D.2,

ole,kEoiff o,kF ¢ (3)
By Lemma D.2,

oWl kEpif coWo' kFE ¢ (4)
By (2),(3) and (4),

o kEpiffcWo  kE @ (5)
By (5),

0,1 FOapiffcoWo i FSs @ (6)

O
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I <p;2 sat | well-formed constraints on time points

;I'F T sat ;' L sat ;' AP sat ;T —AP sat
5T ¢h(p) sat 5T ¢ha(p) sat 5T ¢}(p) sat 3Tk Lp}'(p) sat
Ik @}1(])) A w;z(p) sat I gp}(p) V ¢ sat 5:TF 3z KP(x) A cp}"(p) sat
5T of(p) sat ;- = ¢ (p) sat Sy, 5T,y <ok ¢h(p) sat 5T ¢} (p) sat
T F Vx.gp]? (p) sat - Flzp}(p) sat Y,y T oo} (p) sat 5T = Opl(p) sat
3T ¢} (p) sat 5T ¢} (p) sat 5T phq(p) sat
3T F Oe}(p) sat Tl (p) U ¢io(p) sat

Y,y,2;0,y <z, c(z) -} (p) sat Y,y; T 3ey <a Ac(x)
Y,y T = Olae(x) A wj(p) sat

Y,y - ¢ (p) sat Yy, Ly <z c(z) F pfy(p) sat Y,y T F 3wy <2 A c(x)
N,y Db U (Lo e(x) A Fa(p))

Figure 11: Rules for Checking Conditions for Time Points

D.2.3 Lemmas and Definitions for ¢ and ¢}

Satisfiability of Constraints on Time Points Formulas such as <p;f (p) and ¢ (p) can be used to encode
an agent p’s obligations. One can use the freeze operator to express a time bound on when p has to finish his
obligation. For such obligations to be feasible for p, constraints expressing these bounds should be satisfiable.
Judgment ;' F ¢} sat states that all the constraints on time points in ¢} are satisfiable. X contain all
the free time variables in ¢} and I'; and I is the context containing assumptions about various time points.
The rules are shown in Figure 11.

Lemma D.7 (Substitution for Conditions).
If 5T+ ¢3(p) sat , and dom(5) N X =0, then ;T = (0p}(p)) sat

Proof (sketch): By induction on the derivation X;I' - ¢%(p). O

Lemma D.8 (Time Points Substitution for Conditions).
If $1,%9; ' = % (p) sat , and dom(d) = ¥y, then ¥2;0T' = (5p%(p)) sat

Proof (sketch): By induction on the derivation X1, ¥2; ' - ¢%(p). O
Relevant Actions in ¢, and ¢} To precisely state what kind of actions and inaction an agent p need

to plan for to fulfill her responsibilities, we define a function A.(¢, (p)) to extract relevant actions in ¢ (p),
and A (¢} (p)) to extract relevant actions in ¢} (p). Detailed rules are defined in Figure 12.

Lemma D.9 (Substitution for Actions).
1o Ac(ee (p){t/2}) = (Acer (p){t/2}
2. Ac(@p(p){t/z}) = (Ac(@} () {t/2}
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A ()| the set of inactions involved in causing . to be false.

Ac(AP) = {AP}

As(0})

Af(A7) = {A%}

Ap(Uop 07) = Ay (95)

A V ) = Aclp) U Ac(vs) Aclps N @) = Acler)

A.(Fz.o7) = Ac({a/x}p.) ais fresh

the set of actions (inactions) involved in causing ¢} to be true.

Ap(~A7) = {47}

Ap(er v o) = Ap(ey)  Ap(ef A @) = Ap(9f1) U Af(©]2)

Ar(Fz.0}) = Ar({a/z}p}) a is fresh Ay (}) = 0 for all other cases

Figure 12: Function for Extracting Actions

5,1l o}

Gl L

g, AP

always
ifft AP € —a(i)

o, il o N ift Gl oo
o,il o Ve, it T,il ¢ and 7,0 K o,

0,0 ¥ Jx.p, ift  for all t,5,i ¥ {t/x}p,
o,ilFT always
o,ilF L never
G,ilF AP iff AP € a(i)
0,1l AP iff AP € —a(i)
o,ilF e}V iff  o,ilk e}
0,4k 3. KP(z) A (p}f iff  exists ¢t such that 7,4 IF {t/x}gp}f

and Tr(0),i F KP(t)

0,il-Vr.p, iff  forall,t o,i - {t/z}p;
0,0k r.p) it o,ilk{r(i)/z}e;
a,il- Owy iff  exists j such that j > i and 7, j I ¢}
o,il- Oy} iff  for all j such that j > i and 7, IF ¢}
a,ilk i U ety f  existsj,j >iand 7, IF ¢}, and Vi > k < 5,0,k IF ¢},
o,i Ik c(t) A <,0}r it 7,ilk (p?and Tr(c),1 E c(t)
0,0k V.o, iff  forall,t @il {t/z}ep,

Figure 13: Non-standard Semantics for Planned Traces

Semantics for Planned Traces Because the conjunction in ;" and the disjunction in ¢} allows arbitrary
formula as one of the subformulas, we define a non-standard semantics (Figure 13).

Lemma D.10 (Soundness of Planned trace semantics).

o if ol ¢}, and wf(c), then Tr(o) F ¢}

o if o W o, and wf(7), then Tr(c) ¥ v,
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Proof. By induction on the structure of the formula. O

We further define non-standard semantics for the three main forms of responsibilities.

G,i IFVYZ.0; D pase  iff  for all £ for &, either &, ¥ @, {T/&} or Tr(5),iF ppasi{t/T}
G,i - VZ.ppase D pf iff for all  for &, such that Tr(T),i F @pas{t/T} implies 7, i I o} {t/7}
G,i Ik Vippase D 0y Hff for all £ for &5, - o} {t/Z}

Lemma D.11 (Soundness of non-standard Semantics). if o IF ¢; as defined above then Tr(c) F ;

Proof. By Lemma D.10. O

Key Lemmas About ¢ and ¢}

Lemma D.12 (Monotonicity of ¢ ).
Given any o, i and o' such that o W o' is well-defined and o,i ¥ ¢_ (p) implies o W o', i ¥ ¢ (p)

Proof (sketch): By induction on the structure of ¢ . O

Lemma D.13 (Feasibility of ¢_ (p)).
For all i, there exists a set of inactions NAS such that

1. p is the performer of all actions in NAS,

II. for all P(5) € NAS there exists a P(wW) € Ac(p; (p)) such that there exists a substitution 6, and
P(6(5) = P(6(w))-

III. for all &, —a(i) D NAS, 7,i ¥ ¢

Proof. By induction on the structure of ¢ .

Case p; =1

NAS = {}
Case p_ = AP

NAS = {AP}

Given &, such that —a(i) D {AP} ,
By Definition of 7,7 ¥ ¢_,
o,1 K AP
Case o, = ¢, (P) Ay
By LH. on ¢_; (p), there exists a set of inactions NAS, such that

p is the performer of all actions in NAS, (1)
for all P(§) € NAS; there exists a P(w) € A.(p;(p)) such that

there exists a substitution d, and P(05) = P(0). (2)
for all o1, -a(i) O NAS, 01,1 ¥ ¢ (p) (3)

let NAS = NAS,,
By (1), I holds
By Definition of A.(p. ),
Ac(pa(p) A 9) = Ac(ea () (4)
By (4) and (2), I holds
By Given any @, such that a(i) 2 NAS

By (3),

a,i ¥ v (p) (5)
By Definition of ¥ and (5),

g, il oo (p) Ao (6)
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Case o = 91 (P) A pa(p)
By LH. on ¢_; (p), there exists a set of inactions NASy, such that

p is the performer of all actions in NAS, (1)
for all P(3) € NAS; there exists a P(w) € A.(p;(p)) such that
there exists a substitution 4, and P(63) = P(éw). (2)
for all (/7\1, —aq (Z) D) NAS, (/7\1,2'“4 (pc_l (p) (3)
By LH. on ¢_,(p), there exists a set of inactions NAS, such that
p is the performer of all actions in NAS, (4)
for all P(§) € NAS, there exists a P(w) € A.(p(p)) such that
there exists a substitution d, and P(§5) = P(0w). (5)
for all 02, naz(i) D NAS, G2,i ¥ v_5(p) (6)

let NAS = NAS1 U NASo,
By (1) and (4), I holds
By Definition of A.(¢;),
Ac(pa (p) A pa(p)) = Aclpa () U Ac(po(p) (7)
By (7), (2) and (5), IT holds
By Given any o, such that a(i) O NAS

By (3),
7, il oq(p) (8)
By (6),
7,0 ¥ @ (p) 9)
By Definition of },(8) and (9),
7, i ¥ @a(p) N pea(p) (10)
Case ¢, = Jz.o;(p)
For all t,
By LH. on ¢_; (p){t/z}, there exists a set of inactions NAS, such that
p is the performer of all actions in NAS, (1)
for all P(3) € NAS; there exists a P(w) € A.(p,(p){t/x}) such that
there exists a substitution 6, and P(65) = P(0). (2)
for all o1, -a(i) D NAS:, 01,1 ¥ o (p){t/x} (3)

let NAS = Ut NASt7
By (1), I holds
By Definition of A.(p_ ),

Ac(Fr.00(p) = Aclpar (p) (4)
By Lemma D.9,

Ac(pa (p){t/2}) = (Ac(p (P){t/x} (5)
By (4), (2) and (5), given any P(5) € NAS

exists P(uw1) € (Ac(p,;(p))) such that 61 = (6,¢/x) andP(05) = P(61uw1) = P(dw) (6)
By Given any @, such that a(i) 2 NAS O NAS;
By (3),

7,1 oo (p){t/x} (7)
By Definition of ¥ and (7),

o,1 ¥ Jz.o (p) (8)

O

Lemma D.14 (Feasibility of Conditions). Given a condition KP (%), for all i, exists t such that for all 7,
kD KP, G,k KP(t).

Proof (sketch): By induction on the structure of K?(Z) O
We further assume that solutions for the constraint ¢(x) on time points are multiples of 4.
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Lemma D.15 (Monotonicity of 4,0;{)
Ifo,il- goj{ (p), given &', such that © W’ is defined, then cWa’, i Ik goj{ (p)

Proof (sketch): By induction on the structure of ga}' (p)- O

Lemma D.16 (Feasibility of w}' (p)).
Ify;TH go}'(p) sat then Vto, Vi, V8 such that

1. Vt € range(d), In > 0,t =tog+n -1

2. §(x) < 0(y) if x appears before y in ¥
3. 0(z)=to+1i-1 where X =%z

4. E 6T

there exists a finite action map a', and ' such that start(t") = to

I Vj € dom(d'), j > i, Vj € dom(7), j > i
II. p is the performer of all actions in the range of a’,
III. for all P(3) € range(a’) there exists a P(W) € Af(gojf(p)) such that there exists a substitution 6°, and
P(8°(3) = P(8°(a)).
IV. for allz, o 2 (k7,0,0,a’,0,7",0), 7,7 I+ 690}'(1))

Proof. By induction on the structure of <p}" (p)-
Most cases are straightforward, and we only give a’ and 7. We focus on a few key cases involving the
freeze operator.

Case ga}'(p) =T,d =0and 7" =10

Case @}“(p) = AP
a' (1) = {0AP}, and 7' ={i—to+ i1}

Case ¢} (p) = v}, (p) A ¢ F5(p)
By L.LH. on cp}"l (p), there exists 7 and a; that satisfy all the conditions
By L.LH. on <pj{2 (p), there exists 7o and as that satisfy all the conditions
7 =7 U7, and @’ = a1 Uas,

Case o7 (p) = ¢f,(P) V ¢
By I.H. on 90;{1 (p), there exists 7 and a; that satisfy all the conditions
7' =711, and d’ = ay,

Case ¢} (p) = 3x.K7(x) A ¢}, (p)
By A,ssumptions
T ¢ (p) sat

5T F Je. KP(x) A cp}"l(p) sat )
Given tg, i, § such that,

Vt € range(d),3In > 0,t =to+mn - (2)

d(z) < é(y) if = appears before y in X (3)

§(z) =to+1i-2 where ¥ =% 2 (4)

6T (5)
By Lemma D.14,

exists ¢ such that for all @ such that k DO k?,7,i - 6 KP(¢) (6)
By Lemma D.7 and (1),

3T E ¢ (p){t/x) sat (7)
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By LH. on ¢%, (p){t/x}, and (1) to (5),
there exists an action map a1, and 7 such that start(t1) = tg

Vj € dom(ay),j > i, and Vj € dom(my),5 >4 (8)
p is the performer of all actions in the range of a; (9)
for all P(5) € range(a;) there exists a P(w) € .Af(ga;[( ){t/x}) such that

there exists a substitution 6%, and P(5'5) = P(6°(w0)). (10)
Vo,0 2 (kP,0,0,a1,0,7,0),0,il- &p}rl(p){t/x} (11)

let 7/ =7,d =a;

By (8), I holds

By (9), 11 holds

By Definition of .Af(gp;f (»)),

Ay Q. KP(z) Ay (p) = Ap (e} (p) (12)
By Lemma D.9,

Ar(op ){t/x}) = (Ap(ef (P){t/x} (13)
By (12), (10) and (13), given any P(5) € range(a)

exists P(w)) € (Af(w}rl(p))) such that §; = (6°,¢/z) and P(6°5) = P(61uy) = P(6°%) (14)
Give 7, 0 2 (kP,0,0,a',0,7",0)
By (11),

G,il- 0o}, (p){t/=} (15)
By (15), (6),

0,1k 6(3x. KP(x) A ga}'l (p)) (16)

Case ¢} (p) = Ovfi(p)
By L.H. on cp}"l (p), there exists a; and 7, that satisfy all the conditions
a =a; and 7' =7,

Case ¢} (p) = ¢}, (P) U 9}, (p)
By I.H. on <pj{1 (p), there exists a; and 7 that satisfy all the conditions
k==k,a =a; and 7' = 79,

Case ¢} (p) = O¢f (p)
By A,ssumptions
3T E ¢ (p) sat

5T F e (p) sat W
Given tg, 4, § such that
Vt € range(d),3In > 0,t =to+mn -2 (2)
d(x) < é(y) if = appears before y in & (3)
§(z) = 7(i) where X =%/, z (4)
=T (5)
By Lemma D.8 and (1),
56T 0, (p) sat (6)
Given any k, k > i, by I.H. on 5@?1 (p),
there exists an action map ag, and 7 such that start(r;) = tg
Vj € dom(ag),j >k, and Vj € dom(7y),j > k (7)
p is the performer of all actions in the range of a; (8)
for all P(5) € range(ay) there exists a P(w) € Af(3¢} (p)) such that
there exists a substitution 6%, and P(5"5) = P(6°(w)). (9)
va7a 2 (Np’q)v@aakv@aTka@)?aak I- 5()0;{(27) (10)

let o = Upey an, ™' = pey Tk
By (7), I holds
By (8), IT holds
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By (9) and Lemma D.9, ITT holds

Give 7, 0 2 (kP,0,0,a',0,7',0)

By (10) and the definition of I,
5, - 60¢}, (p)

Case ¢} (p) = L7 (p)
By Assumptions,
;- b (p) sat

ek iw-s@?l(p) sat

Given tg, ¢ (because X is empty, 0 is empty also),

By I.H. on @}Fl(p), let § =tg+7i-2/x

there exists an action map a1, and 7 such that start(t1) = tg
Vj € dom(ay),j > i, and Vj € dom(ry),j > ¢
p is the performer of all actions in the range of ay
for all P(5) € range(ay) there exists a P(w) € Af(go}'( )) such that
there exists a substitution §°, and P(6°3) = P(6°(w0)).
Vo,o 2 (kP,0,0,a1,0,7,0),7,4 - 590}"(17)

let 7/ =7 and a’ = a4,

By (2), I holds

By (3), IT holds

By (4), IT1 holds

Give 7, 0 2 (kP,0,0,a",0,7',0)

By (5), 6 = 7/(i)/z and the definition of I+,
o,ilF ix.apjfl (p)

Case ¢} (p) = L0} (p)
S,y,4;T,y <a b of (p) sat

%,y T F la.pf (p) sat
Given tg, i, § such that,
Vt € range(d),In > 0,t =to+n -1
0(x’") < 40(y') if o' appears before y' in X,y
0(z) =ty where X =%/ 2
E T
let 61 = d,t0 +i-1/x,
By (2),
Vt € range(d1),3In > 0,t =g +n -1
By (3), (4),
d(y) = 01(x), therefore §;(z") < 61(y') if « appears before y in X, y, x
By (5), and 41 (y) = 01(z) =to + i -2
F 51 (F’ Yy S J))
By I.H. on cp}"l(p), and (6) to (8),
there exists an action map a1, and 7 such that start(r;) = tg
Vj € dom(ay),j > i, and Vj € dom(ry),5 > ¢
p is the performer of all actions in the range of ay
for all P(3) € range(a;) there exists a P(w) € Af(go}'( ){t/x}) such that
there exists a substitution 6%, and P(6°5) = P(6°(w)).
Vo,0 2 (kP,0,0,a1,0,7,0),0,i - 5190;{(]))
let 7/ =7m,d =a;
By (9), I holds
By (10), II holds
By (11), III holds
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Give 5,0 2 (k,0,0,a’,0,7',0)
By (12), 61 = §,7/(i)/x and the definition of IF,
o,il- 6¢:r.<p'f"1 (p) (13)

Case ¢} (p) = Ola.e(x) A v} (p)
f f
&Yy, x Ty <z c(x) - gp}"(p) E =X,y T dey < Ac(x)

. T (1)
27y7r F <>\I,(EC(£IJ) A Qof (p)
Given tg, i, § such that,
Vt € range(d),In > 0,t =tog+n -1 (2)
o(z") < 6(y') if o’ appears before ¢’ in 3,y (3)
S(y)=to+i-1 (4)
ol ()

By & and (5),
Eé(Bzy <z Ac(x)) (6)
there exists 7, such that F §(y) < 7, and F de(r,) (7)
let 6y = 6,72/,
By (7) and (3)

01(2") < 61(y') if = appears before y in X, y, x (8)
By (5), (7),
E&T,y<zclx)) (9)

By assumptions that 7, is a multiple of s,

let n =4+ (1, — 7(i)) /1, let 71 be a mapping containing the only following mapping 7/(n) = 7,
By L.LH. on <pj{1(p), and (8) to (9),

there exists an action map a1, and 7 such that start(t1) = tg

Vj € dom(ay),j > n, and Vj € dom(7y),j > n (10)
p is the performer of all actions in the range of a; (11)
for all P(5) € range(a;) there exists a P(w) € Af(ga;?( ){t/x}) such that

there exists a substitution 6%, and P(5"5) = P(6°(w0)). (12)
Vo,0 2 (kP,0,0,a1,0,7,0),0,n - 51g0;f(p) (13)

let 7' =7{,d =a1
By (10), I holds
By (11), IT holds
By (12), III holds
Give 7, o D (kP,0,0,a’,0,7",0)
By (13) and (7) 01 = 6, 7(n)/x and the definition of I,
o,ilF 0 a.c(z) A 90;?1 (p) (14)

Case: gojfl U (lz.c(x) A <p;{2(p))
Given tg, 1, 9,
By ILH. on <p}r2 (p), we can find a time point 7, which maps to state n such that
there exists as and 75 that satisfy all the conditions,

and for all & 2 (k?,0,0,a2,0,7,0), 7,n - d(lz.c(z) A @}'z(p)) (1)
By I.H. on 6<p}“1 (p), there exists ax and 7 for each i < k < n that satisfy all the conditions
and for all & 2 (k7,0,0,ax,0,7%,0), 7,k IF 597, (p) (2)

let o/ = ay UUp_; ak, 7' = 7Um UL, %
By (1) and (2),
for all &2 (k7,0,0,a',0,7',0), 5,il- d(¢f (p) U Lw.c(z) A o}y (p)) )

Lemma D.17 (Monotonicity of ¢ ).
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If5,ilk ¢ (p), given &', such that G W5’ is defined, then 6 W0, il @}r(p)
Proof (sketch): By induction on the structure of ¢ O

Lemma D.18 (Feasibility of ¢ (p)).
If 5Tk ¢y (p) then V71, Vi, V6 such that

1. Vt € range(d), In > 0,t =tog+n -1
2. §(x) < 0(y) if © appears before y in X
3. 6(2) =71(i) where X =Y/ 2
4. E 4T
there exists an action map —a’, and and 7' such that start(t’) = tg
I Vj e dom(—d'), j > i, and Vj € dom(7'), j > i
II. p is the performer of all actions in the range of —a’,
HI. for all P(5) € range(—a’) there exists a P(w) € Af(p} (p)) such that there exists a substitution 3%, and
P((5) = P(5°(a)).
IV. for allG, G 2 (kP,0,0,0,~a’,7",0), 5,1l dp} (p)

Proof (sketch): By induction on the structure of N (p). The proof is very similar to Lemma D.16. O

D.2.4 Feasibility Theorems

To prove feasibility theorems, we first prove several stronger lemmas, which require stronger definitions for
feasibility. The general structure of these feasibility definitions are as follows.

H(o,i,Sa,ty) = (Glic1=0) A (Gl;=3) A start(t) = to AVp € Sa, (G |;)}'=0) AVp € Sa,k D kP
G(a,—a,1,i,Sa,ty) = to be defined

V(o,i,®) = to be defined

GF/(O,(I)7SCL) = V&o,H(ao,O,Sa,to) D)

3&6, _'a{)a 7_(/)3 G(aéa _‘a67 T(/Ja 0, Sa,t())
Ao W (0,0,af, naf, 75, 0) is well-defined
AYG', G o=0 A" WaoW (0,0, a), ay, 75, 0) is well-defined D
V(o' Way W (0,0,ay, —ay, 7, 0),0,P)
A [ ]Eu,a{),ﬁa()n—é

GF'(j,®, Sa) =
GF'(j - 1,0, Sa)[¥3,, H(3;,j, Sa, to) >

(Ela;‘a ﬁ(]é, le‘v G(a;". —|a;, le‘ajv Saa tO)
A Wi O W Wh—o (0,0, a,, —aj,, 74, 0) is well-defined
AVG' T j= 0 NG WiH_o Tk 8 lHh_o (0,0, a, maj, 74, 0) is well-defined D
V(& 5 51 5 (0,0, ~al 7, 0),5, )
A [ go,ahap, 551,05y a7l

= / ’ ’ = ’ ’ ’ = ’ ’ ’
]Uo,aoﬁﬂoﬂ'ow“ffj—l7aj,1ﬁ¢1j,177'j,170j”ajﬁﬂjﬂ'j

The definition of GF'(7,j,®) is very similar to the definition of GF(7,j,®). We left abstract, the
properties for the existentially quantified action map, inaction map and time stamp map; and the properties
of the final trace. Each feasibility lemma will instantiate G and V' so that the induction hypothesis is strong
enough to prove the lemma.

In the special case when Sa = {p}, we simply write GF'(j, @, p).
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Lemma D.19 (Feasibility of (r1) in one state).

Given state i, & such that k 2 kP, and Vj > i,VP € a(j), p is not the performer of P, there exists a set

of inactions NAS such that

1. p is the performer of all actions in NAS,

II. for all P(5) € NAS there exists a P(W) € Ac(p, (p)) such that there exists a substitution §, and

P(6(5) = P(6(w)).
III. given any well-formed trace &' such that —a’(i) 2 NAS, then Tr(c'),i EVZ.0. D ppast
Proof.

Given 71, Given any t for

By Lemma D.13,

there exists a set of inactions NAS; such that,
p is the performer of all actions in NAS;
for all P(5) € NAS, there exists a P(wW) € A.(p (p)) such that
there exists a substitution d, and P(§(5)) = P(d(w))
for all &, —a(i) D NAS,,5,i ¥ o2 (p){t/Z}

By Lemma D.10,
TH@), 1 ¥ g7 () {7/}

By Definitions of F,
Tr(5),i F (07 () D Ppast) {1/T}

let NAS =J, NAS,,

By (1), I. holds

By (2), and Lemma D.9 IT. holds

By (6), Given any ¢’ such that —a(i) O NAS
Tr(@’), k E VI(e, (P) O Ppast)

Lemma D.20 (Strong Feasibility of (r1)).

Let G(a,—a,7,i,p,to) = (a=0) A (dom(7) = {i}) A start(T) =to A
dom(—a) = {i} AVP € —a(i), p is the performer of P
Let V(c,i,®) =V Gy, € Tr(a),ik ¢

For all j, GF'(j,{G (VZ.¢0; (P) D ¢past)},p)
Proof. By induction on j.

Case: j =0
Give any ¢ such that,
Golt=0,k0 2 KP
By Lemma D.19,
there exists a set of inactions NAS such that,
p is the performer of all actions in NAS,
given any ¢’ such that —a/(i) O NAS
if o/ is well-formed, then Tr(c’),i F VZ.0. D ©past
let o’ = 0,, 7/(0) = 79(0), —a’(0) = NAS
By (2),
G(d',—a’,7',0,p,to) holds
By the actions in oy and —a’ belong to different performers,
oo W (0,0,a',—a’, 7, 0) is well-defined
By (3) and (5),
Tr(Go W (0,0,a",—a’,7',0)),0 E VZ.(o7 (P) O ¥past)
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Case: j =k
By LH. on (k-1),
GF (k- 1,{vZ.97  Gpast} P}) M)
To show GF'(k,{G (VYZ.¢, (p) D past)}, {p}), we unfold GF'(k — 1,{G (VZ.¢_ (p) D ¥past)}, {P}):
and the first k — 1 layers of alternating ¥ and 3 quantification in GF'(k,{G (VZ.¢_ (p) D ¥past)}, {P}),
will be discharged by GF'(k — 1,{G (VZ.¢, (p) D @past)}, {P}),
now we are obtained,
YO <n <k, (Gp ln-1=0)(Gn |n=0n), start(r,) = 70(0), (G [3'=0), Ky 2 &P
V0 <n < k,an, =0,VP €,-ay, p is the performer of P, dom(—ay,) = dom(7,,) = {n}
start(Tnp) = 70(0)
Tr(co W (0,0, apo, ~apo, Tpo, 0) W -+ - W T, W (0,0, apn, 2apn, Tpn, 0)), n EVZ.0. D @past}, {p}
Give any oy, such that
@k lk—1= 0)(@k lk=0%), (01 [7'=0), start(ri) = 70(0), kx 2 KP (6)
Let 0 = 0o W (0,0, a, —ah, 75, 0) W - - - & T,
By Lemma D.19,
there exists a set of inactions NAS such that,

)

~ o~~~
U W
==

p is the performer of all actions in NAS, (7)
give ¢’ such that —a’(i) D NAS
if 6’ is well-formed, then Tr(c”),i F VZ.0, D ©past (8)
let a’ =0, 7' (k) = 7.(k), —a’(k) = NAS
By (7), (2),
G(d',—d', 7', k,p,70(0)) holds (9)
By the actions in 6, and —a’ belong to different performers,
oW (0,0,a',—a’,7',0) is well-defined (10)
By (8) and (10),
Tr(c W (0,0,a’,-a',7",0)),k EVZ.0. D @past (11)
O

Lemma D.21 (Feasibility of (r2) in one state).
Given state 7, © such that k D KP, & ppest fin, - F gojf(p) sat and Af(cp}r(p)) F ©past, there exists a
finite action map ap, and T,

I Vj € dom(ay), j >, Vj € dom(ry,), j >4, and start(r,) = start(r)
II. p is the performer of all actions in the range of ap,
III. for all P(5) € range(a,) there exists a P(W) € Af(go}'(p)) such that there exists a substitution 6°, and
P(3°(5) = P(5°(w)).
IV. given any o' such that ¢’ |;= 0 and o’ Wao W (0,0,0,a,,0,7,,0) is well-defined, then Tr(c' & o W
(0,0,0,a,,0,75,0)) EYZ.(Ppast D ©F)

Proof.
Given o, 7, such that x D &P
By Lemma D .4,
there is a finite set of substitutions A such that V6 € A, Tr(7),7 F dppast (1)
for each 6 € A,
By Lemma D.16,
there exists a finite action map ag, and Tg such that start(T;,S ) =7(0)

Vi€ dom(ag), j>i (2)
p is the performer of all actions in the range of a, (3)
for all P(3) € range(al) there exists a P(w) € Af(&p;{ (p)) such that

there exists a substitution 6%, and P(6°(3)) = P(6°(w)). (4)
for all 51,51 2 (+7,0,0,a),0,75,0),3,i |- 57 (p) (5)

43



let ap = Usad, 7 = Us 73,
By (2), I. holds
By (3), II. holds
By (4) and Lemma D.9,
[11. holds 6)
if oW (0,0,0,a,,0,7,,0) is well-defined,
Given any o’, such that o’ |;= 0

By (5),
o' w5 w(0,0,0,a,,0,7,,0),i - 57 (p) (7)
By Lemma D.10,
TG 85 (0,0,0,ay,0,7,,0)), F 507 (p) (8)
By Lemma D.6, (6) and Lemma D.2,
Tr(c"wow(0,0,0,a,,0,7,0)),iF dppast (9)
and V&' ¢ A, Tr(c’ Wa W (0,0,0,a,,0,75,0)),i ¥ & ppast (10)
By Definitions of E, (9) and (8),
Tr(G" W5 W (0,0,0,ap,0,75,0)),i F 6(past O ¢ (p)) (11)
By Definitions of F and (11),
Tr(@" &5 w (0,0,0,ap,0,75,0)),i E YZ.(Ppast D ¢F (p)) (12)
O
Lemma D.22 (Strong Feasibility of (r2)).
Let G(a,—a,1,i,p,ty) = (ma = 0) AVk € dom(a),k > i AVk € dom(7),k > i A start(T) = to A
Vk € dom(a),VP € a(k), p is the performer of P
Let V (7,1, D) =V Gy, € Tr(a),ikF ¢
If b ppast fin, - F <p;{ and Af(go}r(p)) F @past, then for all j, GF'(j,{G (YZ.ppast D cp}'(p))},p)
Proof. By induction on j.
Case: j =0
Give any g such that,
o l)'=0,k0 2 KP (1)
By Lemma D.21,
there exists a set of inactions a finite action map a’, and 7/ such that,
start(t") = 1(0) (2)
Vn € dom(a’),n > i, p is the performer of all actions in the range of @/, (3)
given any ¢ such that o” |[op=0 if 7' Woo W (,0,0,a’,0,7',0) is well-defined
then 6" Waoo W (0,0,0,a’,0,7',0),0 F VZ.@past D <p;§ (4)
let —a’ =0,
By (3), (2).
G(d',—d',7',0,p,7(0)) holds (5)
By the actions in 5y and —a’ belong to different performers,
oW (0,0,a',—a’,7',0) is well-defined (6)
By (4),
Tr(c” Waoow (0,0,a",—a’,7',0)),0 EVZ.0past D <p}' (p) (7)
Case: j =k
By LH. on (k-1),
GF/(k—1,{¥ G (Z-¢pas > oF ()}, 10}) 1)

To show GF'(k,{G (VZ.opast D gojf(p))}, {p}), we unfold GF'(k — 1,{G (VZ.past D goj{(p))}, {r}),
and the first k — 1 layers of alternating V and 3 quantification in GF'(k, {G (VZ.¢past D cp;{ )} {r}),
will be discharged by GF'(k — 1,{G (YZ.¢past 2 (0)}, {P}),
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now we are obtained,
YO < n <k, (Gpln-1=0)(Gn |n=0n), start(r,) = 70(0), Gy [3'= 0), £y 2 &P
(manp = 0),Vm € dom(ayy), m > n
start(Tpp) = 10(0)
VP € range(apn),p is the performer of P
Give any o, such that
@k |k-1= 0)(k [k=Tr), (@ |;'= 0), start(r,) = 70(0), kg 2 KP (6)
Let o = 0o W (0,0, ay, —ah, 75,0) W - - - W 0%,
By Lemma D.21,
there exists a set of inactions a finite action map a’, and 7/ such that,

NN S
\V]

U W
= D=

Vn € dom(a’),n > i, p is the performer of all actions in the range of @/, (7)

Vn € 7(a),n > 1, and start(t’) = 179(0) (8)

given ¢” such that 6" |,=0if " Wwow (,0,0,a’,0,7,0) is well-defined

then 0" Wo W (0,0,0,a’,0,7.0),k EVZ.0past D <p;{ (9)
let —=a’ = 0,
By (7), (8),

G(d',—d',7',0,p,7(0)) holds (10)
By the actions in 6, and —a’ belong to different performers,

oW (0,0,a',—a’,7',0) is well-defined (11)
By (9),

Tr(@" wow (0,0,d',-a’,7,0)),0 E VE.Qpast D ¢ (p) (12)

O

Lemma D.23 (Feasibility of (r3) in one state).
Given state i, o such that k D kP,
oy (p) sat there exists a finite action map —ay, and 7,

L Vj € dom(—ayp), j >4, Vj € dom(7,), j > i, and start(r,) = start(r)
1. p is the performer of all actions in the range of —ayp,
HI for all P(5) € range(—ay) there exists a P(W) € Ay(p} (p)) such that there exists a substitution §°, and
P(3°(5) = P(0°(w)).
IV. given any o’ such thatc'|;= 0 and a"WoW(0, 0,0, a,, 0, 7, ) is well-defined, then ¢'waw(0,0,0,0, ~ay, 7, 0) E
VZ.ppast D ¢

Proof (sketch): Similar to the proof of Lemma D.19 O
Lemma D.24 (Strong Feasibility of (r3)).

Let G(a,—a,1,i,p,ty) = (ma = 0) AVk € dom(a),k > i AVk € dom(7),k > i A start(t) = to A
Vk € dom(a), VP € a(k), p is the performer of P

Let V (7,1, D) =V Gy, € Tr(a),ikF ¢
For all j, GF/(j, {G (Vf-@past D) 50]7 (p))},p)
Proof (sketch): Similar to the proof of Lemma D.20 O

Theorem D.25 (Feasibility of a single responsibility).

F1. GVZ.p_ (p) D @past is feasible for agent p
F2. GVZ.ppast D <p}'(p) is feasible for agent p if b @pas fin, ;- F 4,0}" and .Af(cp}" (p)) F ¢past
F3. G VZ.ppast D n (p) is feasible
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Proof.

F1. By Lemma D.20.

F2. By Lemma D.22.

F3. By Lemma D.24. O

Lemma D.26 (Feasibility compositions for one agent in one state). Let ® be a set of responsibilities, and
O =0, Dpy, Py where VG ¢ € O, ¢ is of the form VZ.o, (p) D Ppast: VG @ € Py, @ is of the form
VZ.Ppast D w}r(p), and ¥V G ¢ € ®y_, ¢ is of the form VZ.ppast O ¢} (p).

1. for all G (YZ.0past O 5 (p)) € Ry, ;- F ¢ sat

2. for all G (VZ.0past D go;{ (p)) € Pri, F Qpast fin, - F @Jf sat and Af(goj{(p)) F opast

3. for any two responsibilities G (VZ1.@past1 D 90}'1 (p)) € r4, G (VZ2.0past2 D 90}_2(17)) € Pyy,
Ap(eF;(0) F ppasts (i =1,2,j=1,2,i#j)

4. for any two responsibilities G (VZ1.¢pasi1 D ijfl (p)) € sy, G (V22.0past2 D @}2(]))) € ®s_, forall o,
3Af (01, () NGAs (9}, (p) = 0

5. for any two responsibilities G (V&1 .0past1 D <p}"1 () € Pryr, G (V22.05(D) D Ppast2) € Do,

(a) either for all g, 5./4]0((,0—}_1 () NoA(p(p) =0
(b) or wpast1 = @p, and for all P € A.(¢5(p)), for each mgu § such that 6P € 5(Af(90}‘1(p))),
&Pp F &Ppastz

Given any 7, 1 such that

1. kK D KP,

2. Vj >, VP € a(j) such that p is the performer of P, 3 G ¢; € ®¢y and p; = VZ.Qpast D @Jf(p), 3k,
36 such that k < i, and 7,k E Sppast, and 0,k IF (5(,0;{ 3P e Af(égojf(p)), and 36°, and P = §°P’

3. Vj > i, VP € —a(j) such that p is the performer of P, 3 G ¢; € ®s_ and ¢; = YZ.@past D cp;(p),
P € As(p; (p), 36Y, and P = §°P'

there exists a,, —ayp, Ty, such that

1. Vk € dom(ap), k > i, Vk € dom(—ay), k > i A and Vk € dom(7y), k > i and start(r,) = start(r)
2. VP € range(ayp), p is the performer of P A
3. VP € range(—ay), p is the performer of P A
4. Yk € dom(ay,),VP € ay(k), 3 G (VZ.0past D @}r(p)) € Oy, 30 such that W (0,0, ap, —ap, 7, 0),1 F
6@?ast7 and a 2 ((2)7 (Z)a Qp, "Qp, Tp, (Z)),’L IF 590? HP/ € Af(&(p}r(p)), and 360; and P = 60Pl
5. YP € (map(i)), 3G ¢; € By, such that IP" € As(p; (p)) U Aclps (p)), 39°, and °P = §°P’
6. Vk € dom(=ay),k > i,VP € ay(k), IP" € As(¢} (p)), 36°, and 6°P = §°P".
7. 0w (0,0,a,, nay, 7, 0)) is well-defined,
8. given any &' such that ' ;= 0, Vo, € @, if 6’ W W (0,0,ap,, —a,, 7, 0) is well-defined then o’ W& W
(Q)a Q)a Qp, Qp, Tp, w)a i l- 2
Proof.
Given any 7, 7, such that

K D KP (1)
Vj > i,VP € a(j) such that p is the performer of P,

3G @; € Opy and @; = VE.@pest D (p;{(p), 3k, 36 such that k < 1,

and 7,k F 0@past, 0, k IF (5(,0?, and 3P’ € Af(&p}'(p)), and 30, suchthatP = 6°P’ (2)
Vj > i,VP € —a(j) such that p is the performer of P,
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3G i € Py and ¢; = VZ.ppast O ¢; (p), IP’ € Af(go;(p)),ﬂfw, and 0°P = §° P’

let t0 = start(t),
Given any @,1 = VZ.¢, (p) D @past such that G ¢, € D,
Given any { for 7,
By Lemma D.13,
there exists a set of inactions NAS; such that,
p is the performer of all actions in NAS,
for all P(5) € NAS, there exists a P(w) € A.(p, (p)) such that
there exists a substitution ¢, and P(4(3)) = P(6(w))
for all 7, —a(i) D NAS;,5,i ¥ o2 (p){t/Z}
Given any ¢ro = VZ.Qpast O gp? (p) such that G 0 € @54,
By Lemma D.4,
there is a finite set of substitutions A such that V§ € A, Tr(7), i E dppast
for each 6 € A,
By Lemma D.16,
there exists a finite action map ag, and 7'3 = 0
Vj € dom(a)), j > i,Vj € dom(7)), j > i
p is the performer of all actions in the range of a,
for all P(5) € range(a,) there exists a P(W) € Af(&p}" (p)) such that
there exists a substitution 6%, and P(§°(3)) = P(6°(w)).
for all well-formed 71,51 2 (k?, 0,0, ai, (Z),T;f, 0),01,4 Ik (590;{(]3)
let aj, = U; az, o1 = s Tg,
Given any ¢,3 = VZ.Qpast O ©r (p) such that G @0 € ®fq,
for each t for 7,
By Lemma D.18,
there exists a map —a;, and 7, = t°
Vj € dom(at), j > i,Vj € dom(ry), j > ¢
p is the performer of all actions in the range of a;
for all P(5) € range(a) there exists a P(w) € Af(d¢; (p)) such that
there exists a substitution 6%, and P(§°(3)) = P(6°(w)).
for all well-formed 71,51 2 (+7,0,0,0,a¢,0,7,0),51,7 I- 0 (p)
let —aj, =, at, p2 = LI, 7,
let a, = a;,, ma, = —ay, U{i = J, NAS\{a, (i) Ua(i)}}, 7p = Tp1 U Tpo
By (8), (12), 1 holds
By (4), (9), (13), 2 and 3 hold
By (10), 4 holds
By (5), (14), 5 and 6 hold
By assumption 3 about ¢;, (5), (10) and (14),
Yk, a,(k) N —ay(k) =0
By the definition of —a,,
Vk,a(k) N —a,(k) =0
By assumption 3 about ¢;, (3) and (10),
Vk,—a(k) Nay(k) =0
By (16), (17) and (18),
oW (0,0,ap,—ap, 1, 0) is well-defined
Given any o', such that &' |;= (), and given any G VZ.¢past O ¢ (p) € Py
By (15),
o' W o W (wﬂ @, Qp; "Ap, Tp, @) I vj"SQZ’JLISt 2 90]7 (p)
Given any ¢’, such that ¢’|;= 0, and given any G VZ.0past D go}' (p) € By
By Lemma D.6, (7) and assumption 3 about ¢;, and Lemma D.2
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given the finite set A such that V§ € A, Tr(),i E dppase and V8" ¢ A, Tr(5),i # & ppast

Tr(c" Wwo W (0,0,0,a,, —ay, 7,0)),i F dppast
and V&' ¢ A, Tr(c" Wa W (0,0,0, ap, ~ap, 7, 0)),7 ¥ ' @past
By (10),
o' Waw (0,0,a,,-ap, 7, 0) IF 9F (p)
By Definitions of IF,(21), (22) and (23),
(@' w5 w (0,0,0,ap, —ap, 7, 0)), i - VZ.(@past D 5 (P))
Given any o', such that ¢’|;= 0, and given any G VZ1.¢, (p) D @past1 € P
Given any 6,1 for 1, there are three cases (i), (#4) and (4i%)
(i). NAS: N (ay,(i) Ua(i)) =0,
By (6),
o'WW (0,0,ap,—ap, 7p,0) K 0107 (p)
(13). 3P € NAS,; N (ap(4)),
By (5),
3P, € Ac(dz19, (p)) such that 36 and P = 61 Py
By Lemma D.9,
3IP] € A.(¢- (p)) such that P, = §,1P;
By the definition of a, and (10),
3G (VZ2.ppast2 D <p}" (p)) € @54 such that 3,2 andTr(7), 7 F dp2(Ppast2), and
dpP, € Af((swg(@}_(p))) such that 395 and P = 62 P
By Lemma D.9,
3P; € Af(¢f (p)) such that Py = 6,2P;
By (26), (27), (29) and (30),
there exists a most general unifier 6° for P{ and Pj, such that
81051 = 069, 620,0 = 800,
By assumption 4(b) about ¢; € ®,
Ppast2 = PP and 50(ppast2 = 6O<Ppast1
By substitution lemma on the proof rules,
5/50<ppast2 |_ 5/50(Ppast1
By Lemma D.6, (28) and assumption 2 about ¢; and Lemma D.2
Tr(c" Wo W (0,0,0,a,, —ay, 7,0)),i F duo@pastz
By Proof theory is sound, (34), (31) and d;1¢past1 is closed,
Tr(?f’ Wou (@, ®7 @, Qp, 7Qp, Tp, @)),Z E 5x1§0past1
(i4i). 3P € NAS; Na(1)),
By (5),
3P, € Ac(bz195 (p)) such that 36 and P = 6, Py
By Lemma D.9,
P} € A.(p- (p)) such that P, = §,1 P}
By (2)

o,k IF 5m24p}r2 and 3P, € Af(&wg(cp;{(p))) such that 309 and P = 6, P,
By Lemma D.9,
Py € .Af(go;f(p)) such that Py = 0,9P5
By (37), (38), (39) and (40),
there exists a most general unifier 6° for P{ and Pj, such that
51051 = 860, 52050 = 6'6°,
By assumption 5(b) about ¢; € ®,
Ppast2 = PP and 50<ppast2 F 6090past1
By substitution lemma on the proof rules,
6/50<ppast2 F 5I5O<ppast1
By Lemma D.6, (39) and assumption 3 about ¢; and Lemma D.2
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Tr(c’ oW (0,0,0,a,, ~ap, 7, 0)), k E duapast2 (44)
By ¢past2 = ¢p and Lemma D.3,

Tr(c" o W (0,0,0,a,, —ay, 7,0)),i F dzo@pastz (45)
By Proof theory is sound, (45), (43) and 61¢past1 is closed,
Tr(c"Wow (0,0,0,a,, ~ap, 7, 0)),i F dp1¢past1 (46)
By (25), (35), (46),
Tr(c" o W (0,0,0,a,, —ay, 7,0)),i IFVZ1.0 () D @past1 (47)
[

We make a small change to the structure of GF’. Now the abstract predicate G takes an additionally
argument &. In the definition of GF’, G is supplied with [ _, 0% & Lﬂf;g(@, 0,a},, ~aj, 77, 0) at level j.

Lemma D.27 (Strong feasibility compositions for one agent). Let ® be a set of responsibilities, and & =
O, Pry, Oy where V G ¢ € ., ¢ is of the form VZ.o_ (p) D Ypast: V G ¢ € @si, ¢ is of the form
VZ.Qpast O w}r(p), and ¥V G ¢ € ®s_, ¢ is of the form VZ.@past O gp;(p).

Let G(7,a,-a,T,i,p,to) = Vk € dom(a),k > i AVk € dom(—a), k > i AVk € dom(7), k > i A start(r) = to A
VP € range(a), p is the performer of P A
VP € range(—a), p is the performer of P A
Vk € dom(a),VP € a(k),
3G @; € Dyy, 30 such that 7,7 F dppast, and
0,ilF 0} 3P € Ap (8¢5 (p)), and 36°, and P = §°P'
VP € (~a(i)), 3P’ € As(} () U Az (p)), 36°, and 8P = 60P"
Vk € dom(—a), k > i,VP € a(k),
3P € As(¢; (p). 36°, and 6°P = 5°P'.
Let V(c,i,®) =V Gy, €® Tr(o),ilF ¢

then for all j, GF'(4,®,p) if
1. for all G (VZ.past D 95 (p)) € @y, - F ¢ sat
2. for all G (YZ.ppast D 9F () € Ppss - Ppast fin, - = @ and Ap(0F (p)) F @past

3. for any two responsibilities G (VZ1.Qpast1 D go}'l(p)) € Oy, G (V25.0past2 D @}Fz(p)) S
Af(@}_j(p)) F Ppasti (Z = 1,2, ] = 1,2, 7 %])

4. for any two responsibilities G (VZ1.¢pasi1 D ijfl (p)) € sy, G (V22.0past2 D @;Q(p)) € ®s_, forall o,
3Af(0F1 () NGAs (9}, (p) = 0

5. for any two responsibilities G (V&1 .0past1 D <p}"1 () € Prir, G (VZ2.05(D) D Ppast2) € Do,

(a) either for all d, 5Af(go}“1 (p)) NdA(p5(p) =0
(b) or wpast1 = @p, and for all P € A.(¢5(p)), for each mgu § such that 6P € 5(Af(§0}'1(p))),
6901) '_ 590past2

Proof. By induction on j.

Case: j =0
Give any g such that,
Gol)t=0,k0 2 KP (1)
By Lemma D.26,, there exists aj,, —ayg, 7 such that
G(oo W (0,0, ay, ~ag, 74, 0), ay, —ag, 7,4, p, to) holds (2)
and given o”’ such that o |o= 0,0" W oo W (0,0, ag, —af, 74, 0) is well-defined
implies V(6" W oo & (0,0, ag, ~ay, 75, 0), 0, ®) (3)
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Case: j =k

By LH. on (k-1),

GF/(k— 1,9, {p}) 1)
To show GF'(k, ®,{p}), we unfold GF'(k — 1, D, {p}),
and the first k — 1 layers of alternating V and 3 quantification in GF'(k, ®, {p}),
will be discharged by GF'(k — 1, ®, {p}),
now we are obtained, V0 < n < k,

(G ln—1=0)(Gn |n=Tn), start(t,) = 170(0), (G, |;,4= 0), ki 2 KP

VYm € dom(apy, ), m > n,Vm € dom(—ay,),m >n

Vm € dom(7py ), m > n A start(Tp,) = 10(0)

VP € range(apn),p is the performer of P

VP € range(—apy ), p is the performer of P

VP e range(apn) 3G (V7. wpabt D go}'(p)) € @y, 34 such that

W o om W, _(0,0,a,,— am,T ,0),n E dppast,

and Um:O oW _o(0,0,al,,-al,, 7., 0),n - 5@}'

Y
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P e Af(éga}'(p)), and 36°, and P = §°P’ (7)

VP € range(—apn(i))3IP" € As (¢} (p) U Aclps (p))36°, and §°P = §°P’ (8)

Vm € dom(—apy,) and m > n,VP € apn(m)3IP" € Ar(¢; (p)), 36°, and §°P = §°P’ (9)

given any ¢’ such that ¢’ |,= (), Vi € P,

' Waoo W (0,0,a,0, ap0, Tpo, D) W+ - W T, W (0,0, apn, ~apn, Tpn, 0),n I ¢ (10)
Give any oy, such that

(O ‘k_1= @)((/T\k ‘kz Ok), (8k |p'A= @), start(Tk) = 19(0), kg 2 KP (11)

Let ¢ = 5o W (0,0, a), —af, 7,0) & - - - W5y,

By Lemma D.12, Lemma D.15, Lemma D.17, Lemma D.2, (7) ,
VP € range(apn),3 G (VZ.@past D np?(p)) € @, 36 such that
0,n F 0ppast, and o,n I+ &p}r

IP" € A;(6¢7 (p)), and 30°, and P = §°P’ (12)
By Lemma D.26, for all exists ak, ﬁa,w Tk such that
G(a(0,0,a},~al, ., 0), ak,ﬁak,rk,z p,To( )) holds (13)
and given 0" such that ¢ [,=0,6" W W (0,0, a},, -aj, 77, 0) is well-defined
implies V(6" Wo W (0,0, a},, —aj, 17, 0), k, ®) (14)
O]

Theorem D.28 (Feasibility compositions for one agent). Let ® be a set of responsibilities, and ® =
O, Pry, Op_ where V G ¢ € ., ¢ is of the form VZ.o_ (p) D Ypast: V G ¢ € @si, ¢ is of the form
VZ.Ppast O w}r(p), and ¥V G ¢ € ®s_, ¢ is of the form VZ.@past O go?(p).

® is feasible for agent p if

1. for all G (VZ.ppast D ¢ (p)) € Py—, ;- F ) sat
2. for all G (VZ.0past D goj{ (p) € Psi, F Ppast fin, - F w? and Af(%f (P)) F Ppast

3. for any two responsibilities G (VZ1.Qpast1 D go}'l(p)) € sy, G (V25.0past2 D 90}’_2(17)) € Oy,
'Af(@;—j(p)) F Ppasti (Z = 1,2, ] = 1,2, 7 %])

4. for any two responsibilities G (VZ1.¢pasi1 D cp}'l (p)) € ©p+, G (VT2-0past2 D ¢ 1o(p)) € Py, for all d,
3A (9] (p) NSAs(pFo(p) =0

5. for any two responsibilities G (V21 .Ppast1 D w}rl(p) €Pry, G (VE2.0,5(p) D Ppast2) € Do,

)
(a) either for all §, 5Af(ga}'1 (p) NdA(pra(p) =0
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(b) or Ypast1 = @p, and for all P € A.(¢(p)), for each mgu § such that 6P € 5(Af(§0}f1(p))),
&Pp F 6(Ppast2

Proof. By Lemma D.27. O

Lemma D.29. For allc, i and &’ such that W5’ is well-defined 0" |;_1= 0, and VP € range(a’)Urange(—a’),
p is not a performer, if 0,1 |k p; where @; is V.o (p) D @past 07 VT.Ppast D gp;f(p), or VZ.@past O ¢ (p),
and p & @past StrictPast then g W o', i Ik ¢;

Proof (sketch): By Lemma D.12, Lemma D.15, Lemma D.17, Lemma D.5, O

Lemma D.30 (Strong feasibility composition for multiple agents). Given a group of agents Sa, let ®, be
the set of responsibilities for each agent p € Sa. ®, = ®P, <I>’}+,<I>Z;c_ where ¥V G ¢ € P ¢ is of the form
V.07 (p) D Ppast; ¥V G € DL, ¢ is of the form YZ.ppast O @}r(p), and ¥ G ¢ € ®L_, ¢ is of the form

Vf‘@past D SOE (p) ‘

Let G(7,a,-a,T,i,Sa) =Vk € dom(a),k > i AVk € dom(—a),k > i AVE € dom(7),k > i A start(T) = tg A
VP € range(a), Ip € Sa, such that p is the performer of P A
VP € range(—a), Ip € Sa, such that p is the performer of P A
Vk € dom(a), VP € a(k), Ip € Sa,
3G p; € Dy, 36 such that 7,i F Sppast, and
0,ilk 0} 3P € Ap(0¢F (p)), and 36°, and P = 6P’
VP € (—a(k)), 3p € Sa, IP" € As(¢} (p)) U Aclp; (p), 30°, and §°P = §°P
Vk € dom(-a),k > i,YP € a(k), 3p € Sa, IP" € As(p; (p)), 39°, and °P = §°P".
Let V (7,1, D) =V Gy, €® Tr(0),ilF ¢

For allj, GF'(j, Up ®,, Sa), if for each G p; € ®, the past formula in ©; is Ppast, and p & Qpqse StrictPast,
and

1. for all G (VZ.ppast D ¢ (p)) € Py—, ;- F ) sat
2. for all G (Y& Ppast O @5 (P)) € Py, b Gpaat fin, i+ ¢ and As (o] (p) b Ppast

3. for any two responsibilities G (VZ1.@past1 D cplfl(p)) € sy, G (V22.0past2 D go}rz(p)) € dsq,
Ap(@F () F pasti (1=1,2, j=1,2, i #j)

4. for any two responsibilities G (V21.¢past1 O gojfl (p)) € Pst, G (VZ2.0past2 D 80]72(]9)) € ®;_, foralld,
3A (91 (P) NSAs (9Fo(p) =0

5. for any two responsibilities G (V&1 .@past1 D <pj{1 () € Pry, G (V22.05(D) D Ppast2) € Do,

(a) either for all d, 5Af(§0)f1(p)) NoA:(pn(p) =0
(b) or wpast1 = @p, and for all P € A.(¢5(p)), for each mgu § such that 6P € 5(Af(<p}'1(p))),
(;(Pp F 590past2

Proof. By induction on j. Similar to the proof of Lemma D.27. We use Lemma D.26 to obtain planned
trace for each agent, then we use Lemma D.29 to compose traces from different agents.
O

Theorem D.31 (Feasibility composition for multiple agents). Given a group of agents Sa, let O, be the
set of responsibilities for each agent p € Sa. ®, = @Ic’,@?Jr,(I)?_ where V. G ¢ € ®2, ¢ is of the form
V.o, (p) D Ppast, ¥V G ¢ € DL, ¢ is of the form YZ.ppast O <p}"(p), and ¥ G ¢ € ®E_, ¢ is of the form
vf'@past ) ‘P; (p)

The union of ®, for all p € Sa is feasible for Sa. if for each G p; € ®, the past formula in p; is past,
and p = ppast StrictPast, and
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1. for all G (VZ.¢past D 90]7(?)) €@y, iy sat
2. for all G (VZ.@past D cp}r (p)) € s4, F Ypast fin, -+ 4,0}r and Af(@}_(p)) = Ppast

3. for any two responsibilities G (VZ1.0past1 D go}'l(p)) € Oy, G (V25.0past2 D wfz(p)) € Py,
Ar(0F;(0) F pasts (1=1,2, 5 =1,2,i#j)

4. for any two responsibilities G (V1 .¢pasi1 D Lp?l (p)) € @p+, G (VZ3-0past2 D 1, (p)) € Py, for all g,
3 A (01, () NGAs (9}, (p) = 0

5. for any two responsibilities G (V&1 .0past1 D <p}"1 () € Pry, G (VZ2.05(D) D Ppast2) € Do,

(a) either for all 6, 5.Af(<p}'1(p)) NoA(pa(p) =0
(b) or wpast1 = @p, and for all P € A.(¢5(p)), for each mgu § such that 6P € 5(Af(g0}'1(p))),
6901) F 5<Ppast2

Proof. By Lemma D.30. O
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